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Overview of FortiWeb-VM Benefits

Overview of FortiWeb-VM

Welcome, and thank you for selecting Fortinet products to protect your network.

FortiWeb-VM is a virtual appliance version of FortiWeb. FortiWeb-VM models are suitable for medium and large
enterprises, as well as service providers.

Benefits

FortiWeb is designed specifically to protect web servers.

FortiWeb web application firewalls (WAF) provide specialized application layer threat detection and protection for
many HTTP or HTTPS services, including:

« Apache Tomcat

e nNginx

o Microsoft lI1S

« JBoss

o IBM Lotus Domino

« Microsoft SharePoint

o Microsoft Outlook Web App (OWA)

« RPC and ActiveSync for Microsoft Exchange Server
« Joomla

« WordPress

FortiWeb’s integrated web vulnerability scanner can drastically reduces challenges associated with protecting
regulated and confidential data by detecting your exposure to the latest threats, especially the OWASP Top 10.

In addition, FortiWeb’s XML firewall and denial-of-service (DoS) attack-prevention protect your Internet-facing
web-based applications from attack and data theft. Using advanced techniques to provide bidirectional protection
against sophisticated threats like SQL injection and cross-site scripting (XSS), FortiWeb helps you prevent
identity theft, financial fraud, and corporate espionage. FortiWeb delivers the technology you need to monitor
and enforce government regulations, industry best practices, and internal security policies, including firewalling
and patching requirements from PC| DSS.

FortiWeb’s application-aware firewalling and load balancing engine can:

o Secure HTTP applications that are often gateways into valuable databases
« Prevent and reverse defacement

« Improve application stability

« Monitor servers for downtime & connection load

« Reduces response times

« Accelerate SSL/TLS *

« Accelerate compression/decompression

» Rewrite content on the fly

FortiWeb-VM Install Guide 5
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Architecture Overview of FortiWeb-VM

*On VM models, acceleration is due to offloading the cryptography burden from the back-end server. On
hardware models with ASIC chips, cryptography is also hardware-accelerated.

FortiWeb significantly reduces deployment costs by consolidating WAF, hardware acceleration, load balancing,
and vulnerability scanning into a single device with no per-user pricing. Those features drastically reduce the time
required to protect your regulated, Internet-facing data and eases the challenges associated with policy
enforcement and regulatory compliance.

Architecture

FortiWeb-VM is deployed in the following environments:

« virtual machine, such as VMware vSphere (see illustration)
o Amazon Web Services (AWS) EC2, as an Amazon Machine Image (AMI)
« OpenStack cloud computing platform

FortiWeb-VM network topology

Client Administrator

FortiGate '

FortiWeb-VM

" i
e ‘ Switch

sz FoRTIEURRD.
SUBSCRIPTION:SERVICES

FortiWeb can be deployed in a one-arm topology, but is more commonly positioned inline to intercept all
incoming clients’ connections and redistribute them to your servers. FortiWeb has TCP- and HT TP-specific
firewalling capability. Because it is not designed to provide security to non-HT TP applications, it should be

deployed behind a firewall such as FortiGate that focuses on security for other protocols that can be forwarded to
your back-end servers, such as FTP and SSH.

Once the virtual appliance is deployed, you can configure FortiWeb-VM via its web Ul and CLI, from a web
browser and terminal emulator on your management computer.

FortiWeb-VM requires Internet connectivity.

o DNS lookup — UDP 53
o FortiGuard licensing— TCP 443

6 FortiWeb-VM Install Guide
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Overview of FortiWeb-VM Licensing

Licensing

Hypervisor and AWS BYOL deployments use FortiWeb-VM licenses that determine the size of the virtual
appliance. The registration number you use to obtain the license is also required to dowload software (for
hypervisor deployments) and register for FortiGuard services and technical support.

(Licensing for FortiWeb Manager is different. See the FortilWeb Manager Handbook.)

On-demand/hourly FortiWeb-VM from AWS includes a fully-licensed instance of FortiWeb-VM, all FortiGuard
services, and technical support. No separate license file is required.

FortiWeb-VM licenses are available at the sizing levels described in the table.

FortiWeb-VM resource limitations

License/model

VMO1
Virtual 1 2 4 8
CPUs
(vCPUs)

Maximum IP sessions and policies varies by license, but also by available vVRAM, just as it does for hardware
models. For details, see maximum configuration values in the FortiWeb Administration Guide.

When you place an order for FortiWeb-VM, Fortinet emails a registration number to the recipient address you
supplied on the order form. To register your appliance with Technical Support and to obtain a license file, enter
that registration number on the Fortinet Technical Support web site at the following location:

https://support.fortinet.com/

The license file is required to permanently activate FortiWeb-VM. For details, see Downloading the FortiWeb-VM
license & registering with Technical Support on page 17.

FortiWeb-VM needs to periodically re-validate its license by contacting either
Fortinet’s FortiGuard Distribution Network (FDN) via an Internet connection or a
FortiManager.

ﬂ If FortiWeb-VM cannot contact FDN or FortiManager for 24 hours, it locks access
to the web Ul and CLI. In some cases, the web Ul displays a message such as:
I License has been uploaded. Please wait for authentication with

registration servers.

For information on restoring access or configuring license validation using
FortiManager, see Uploading the license on page 149.

Evaluation limitations

Hypervisor FortiWeb-VM deployments include a free 15-day trial license that includes all features except :

FortiWeb-VM Install Guide 7
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Fortiweb Manager virtual machine Overview of FortiWeb-VM

« High availability (HA)

o FortiGuard updates

o Technical support

You do not need to manually upload the trial license. It is built-in. The trial period begins the first time you start
FortiWeb-VM.

Once the trial expires, most functionality is disabled. You need to purchase a license to continue using FortiWeb-
VM.

AWS BYOL FortiWeb-VM deployments do not include the free trial license. Instead, you can evaulate FortiWWeb
using the on-demand/hourly version from AWS.

FortiWeb Manager virtual machine

FortiWeb Manager is a specialized VM model that you use to provision, configure, and update FortiWeb
appliances (either VM or hardware-based). You use the same steps to install a FortiWeb-VM and the FortiWeb
Manager virtual machine, but FortiWeb Manager performs management tasks only and does not include
FortiWeb itself.

FortiWeb Manager’s evaluation license has different limitations and the steps for uploading a license are different
from FortiWeb-VM.

For more information, see the FortiWeb Manager Administration Guide.

8 FortiWeb-VM Install Guide
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About this document Scope

About this document

Scope

This document provides the following information:

« How to deploy a FortiWeb virtual appliance disk image onto a virtualization server, AWS EC2 environment, or
OpenStack cloud computing platform

« How to configure any required virtual hardware settings. For hypervisor deployments, it assumes you have already
successfully installed a virtualization server on the physical machine or the required EC2 enviroment.

This document does not cover initial configuration of the virtual appliance, nor ongoing use and maintenance.

After deploying the virtual appliance, for information on initial appliance configuration, see the FortilWeb
Administration Guide or FortiWeb Manager Administration Guide.

This document is intended for administrators, not end users. If you have a user account on a computer that
accesses web sites through a FortiWeb appliance, please contact your system administrator.

Conventions

This document uses the conventions described below.

IP addresses

To avoid IP conflicts that would occur if you used examples in this document with public IP addresses that belong
to a real organization, the IP addresses used in this document are fictional. They belong to the private IP address
ranges defined by these RFCs.

RFC 1918: Address Allocation for Private Internets
http://ietf.org/rfc/rfc1918.txt?number-1918

RFC 5737: IPv4 Address Blocks Reserved for Documentation
http://tools.ietf.org/html/rfc5737

RFC 3849: IPv6 Address Prefix Reserved for Documentation
http://tools.ietf.org/html/rfc3849

For example, even though a real network’s Internet-facing IP address would be routable on the public Internet, in
this document’s examples, the IP address would be shown as a non-Internet-routable IP such as 10.0.0.1,
192.168.0.1, or 172.16.0.1.

Cautions, notes, & tips

This document uses the following guidance and styles for notes, tips and cautions.

FortiWeb-VM Install Guide 9
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Conventions About this document

Warns you about procedures or feature behaviors that could have unexpected or
undesirable results including loss of data or damage to equipment.

>

feature’s behavior.

\ﬂ Highlights important, possibly unexpected but non-destructive, details about a

|

Ay
S L4
9 Presents best practices, troubleshooting, performance tips, or alternative methods.

Typographical conventions

This document uses the following typefaces to indicate items such as code or button names.

Typographical conventions in this document

Convention Example

Button, menu, text From Minimum log level, select Notification.
box, field, or check

box label

config system dns
CLI input set primary <address ipv4>
end

CLI output FortiWeb# diagnose hardware logdisk info
disk number: 1
disk([0] size: 31.46GB
raid level: no raid exists
partition number: 1
mount status: read-write

Emphasis HTTP connections are not secure and can be intercepted by a third party.
File content <HTML><HEAD><TITLE>Firewall Authentication</TITLE></HEAD>
<BODY><H4>You must authenticate to use this

service.</H4></BODY></HTML>

Hyperlink https://support.fortinet.com

10 FortiWeb-VM Install Guide
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About this document Conventions

Convention Example

Keyboard entry Type the IP address or domain name of an NTP server or pool, such as
pool.ntp.org.

Navigation Go to System > Status > Status.

Publication For details, see the FortiWeb Administration Guide.

Command syntax conventions

The command line interface (CLI) requires that you use valid syntax, and conform to expected input constraints.
It will reject invalid commands.

Brackets, braces, and pipes are used to denote valid permutations of the syntax. Constraint notations, such as
<address_ipv4>, indicate which data types or string patterns are acceptable value input.

Command syntax notation

Convention Description

Square brackets [ ] A non-required (optional) word or words. For example:

[verbose {1 | 2 | 3}]

indicates that you may either omit or type both the verbose word and its
accompanying option, such as:

verbose 3

A word or series of words that is constrained to a set of options delimited by

either vertical bars or spaces.
Curly braces { }
You must enter at least one of the options, unless the set of options is

surrounded by square brackets [ ].

Options Mutually exclusive options. For example:
dehputed by {enable | disable}
vertical
bars | . . .
indicates that you must enter either enable ordisable, but must not
enter both.
Non-mutually exclusive options. For example:
Options {http https ping snmp ssh telnet}
etz 2y indicates that you may enter all or a subset of those options, in any order, in
spaces . .
a space-delimited list, such as:
ping https ssh
FortiWeb-VM Install Guide 11
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Conventions About this document

Convention Description

Note: To change the options, you must re-type the entire list. For example,
to add snmp to the previous example, you would type:

ping https snmp ssh

If the option adds to or subtracts from the existing list of options, instead of
replacing it, or if the list is comma-delimited, the exception will be noted.

A word constrained by data type.

To define acceptable input, the angled brackets contain a descriptive name
followed by an underscore () and suffix that indicates the valid data type.
For example:

<retries int>

Angle brackets < > indicates that you should enter a number of retries, such as 5.
Data types include:

e <xxx_name> — A name referring to another part of the configuration, such as
policy A.

e <xxx_1index>— Anindex number referring to another part of the
configuration, such as 0 for the first static route.

e <xxx pattern>— Aregular expression or word with wild cards that
matches possible variations, such as *@example . com to match all e-mail
addresses ending in @example. com.

o <xxx_fgdn>— Afully qualified domain name (FQDN), such as
mail.example.com.

e <xxx_email>— Anemail address, suchas admin@mail.example.com.

e <xxx_url>— Auniform resource locator (URL) and its associated protocol
and host name prefix, which together form a uniform resource identifier (URI),
suchashttp://www.fortinet.com/.

e <xxx 1ipv4>— An|Pv4 address, suchas192.168.1.909.

e <xxx_véimask>— Adotted decimal IPv4 netmask, such as
288 0 258 o 255 o 0)s

e <xxx ipv4mask>— Adotted decimal IPv4 address and netmask separated
by a space, suchas 192.168.1.99 255.255.255.0.

e <xxx_1ipv4/mask>— Adotted decimal IPv4 address and CIDR-notation
netmask separated by a slash, suchassuchas192.168.1.99/24.

e <xxx_1pv6>—Acolon( : )-delimited hexadecimal IPv6 address, such as
3f2e:6a8b:78a3:0d82:1725:6a2f:0370:6234

e <xxx_ve6mask>— An IPv6 netmask, such as / 96.
e <xxx_1ipvémask>— An IPv6 address and netmask separated by a space.

12 FortiWeb-VM Install Guide
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About this document Conventions

Convention Description

o <xxx_str>— Astring of characters that is not another data type, such as
P@sswO0rd. Strings containing spaces or special characters must be
surrounded in quotes or use escape sequences. See the FortiWeb CLI
Reference.

e <xxx_1int>— Aninteger number that is not another data type, such as 15
for the number of minutes.

FortiWeb-VM Install Guide 13
Fortinet Technologies Inc.
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What’s new

What's new

The list below contains features new to or changed in the VM version of the firmware only since
FortiWeb 5.4.

FortiWeb 5.6

« KVM ttyS0 console support — You can now configure a FortiWeb-VM instance you deploy on KVM
with the console “/dev/ttyS0” in addition to the console “/dev/console”.

In the information on deploying FortiWeb-VM on KVM, see Import the FortiWeb-VM virtual machine on
page 120.

FortiWeb 5.5 Patch 4

« Deploy FortiWeb-VM on OpenStack — You can now use the KVM version of the FortiWeb-VM software to
deploy a virtual appliance on the OpenStack cloud computing platform using Cloud Init.

FortiWeb 5.5 Patch 2 - FortiWeb 5.5 Patch 3

« No changes specific to the VM version of the firmware.

FortiWeb 5.5 Patch 1

o Support for VMware vSphere HA — vSphere High Availability (HA) allows you to pool virtual machines and
the hosts they reside on into a cluster. In the event of a failure, the HA feature restarts the virtual machines on
a failed host on alternate hosts. This alternative to FortiWeb HA requires no HA configuration on the FortiWeb.

See Configuring vSphere HA and Fault Tolerance on page 48.

« Support for VMware Tools — VMware Tools is now included when you deploy FortiWeb-VM on vSphere. VM
Tools allows FortiWeb-VM to work with native vSphere functionality, such as vSphere HA and Fault Tolerance and
guest system shutdown and restart.

FortiWeb 5.5

« No changes specific to the VM version of the firmware.

FortiWeb 5.4

« FortiWeb Manager virtual machine — The new FortiWeb central manager solution is a standalone virtual
instance running on VMware vSphere ESXi. It replaces the existing solution. See FortiWweb Manager virtual
machine on page 8.

« Support for KVM (Kernel-based Virtual Machine) — You can now deploy FortiWeb-VM on Linux using KVM.
See Deploying FortiWeb-VM on KVM on page 120.

» Default memory allocation — By default, FortiWeb-VM is installed with 4 G of vVRAM on VMware vSphere ESXi,
Citrix XenServer, and open source Xen Project.

o Support for 1 to 10 ports — FortiWeb-VM can now support any number of network interfaces from 1 and 10.

FortiWeb-VM Install Guide 15
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System requirements

System requirements

FortiWeb-VM installation requires one of the following environments:

« Virtual machine (VM) environment software (a hardware abstraction layer (HAL) that is sometimes called a
hypervisor) on your server. FortiWeb-VM is a virtual appliance that runs inside this environment.

FortiWeb-VM supports the following hypervisor versions:

« VMware vSphere Hypervisor ESX/ESXi 4.0/4.1/5.0/5.1/5.5/6.0

« Citrix XenServer 6.2/6.5

« open source Xen Project (Hypervisor) 4.0.1,4.1,4.2,4.4

« Microsoft Hyper-V (version 6.2 or higher, running on Windows 8 or higher, or Windows Server 2012)
o KVM (Linux kernel 2.6, 3.0, or 3.1)

« OpenStack Liberty 12.0.0

For best performance in hypervisor deployments, install FortiWeb-VM on a “bare
N : !, metal” (type 1) hypervisor, such as VMware ESXi or Xen. Hypervisors that are installed
? as applications on top of a general purpose operating system (Windows, Mac OS X or
- Linux) host have fewer computing resources available due to the host OS’s own
overhead.

For hypervisor installation instructions, see the documentation for your VM environment.

For hypervisor deployments, hardware-assisted virtualization (Intel VT or AMD-V) must be enabled
in the BIOS. You must also have the VM environment client, such as VMware vSphere Client, installed on a
management computer. (A management computer is a desktop or a laptop that you use to deploy and
manage your virtual machines.)

« An Amazon Web Services’ Elastic Compute Cloud (Amazon EC2) account with an Amazon Virtual Private Cloud
(Amazon VPC).

AWS deployments of FortiWeb-VM support reverse proxy operation mode only.
The following types of AWS deployments are available:

« BYOL (Bring Your Own License)
« On-demand/hourly
« OpenStack cloud computing platform

OpenStack deployment does not support true transparent proxy or transparent inspection operation modes.

FortiWeb-VM Install Guide
Fortinet Technologies Inc.
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Downloading the FortiWeb-VM license & registering with Technical Support

Downloading the FortiWeb-VM license & registering with

Technical Support

For Hypervisor and AWS BYOL deployments, when you purchase FortiWeb-VM from your reseller, you receive an
email that contains a registration number. You use this number to download the software and your purchased
license, and also to register your purchase for technical support.

Many Fortinet customer services such as firmware updates, technical support, and FortiGuard
services require product registration.

For on-demand/hourly FortiWeb-VM from Amazon Web Services (AWS), no separate license is required. Your
purchase includes a fully-licensed instance of FortiWeb-VM, all FortiGuard services, and technical support.

For more information, see the Fortinet Knowledge Base article Registration Frequently Asked Questions.

To register & download your FortiWeb-VM license

1.
2,

On your management computer, start a web browser.

Log in to the Fortinet Technical Support web site:
https://support.fortinet.com/

In the Asset Management quadrant of the page, click Register/Renew.

Provide the registration number that was emailed to you when you purchased the software. Registration
numbers are a hyphenated mixture of 25 numbers and characters in groups of 5. For example:

12C45-AB3DE-678G0-F9HIJ-123B5

Aregistration form is displayed.

Complete the form to register your ownership of FortiWeb-VM with Technical Support.
After you complete the form, a registration acknowledgement page is displayed.

Click the License File Download link.

Your browser downloads the . 11 c file that was purchased for that registration number.
Do one of the following:

« If you are installing the virtual appliance on your own hypervisor instance, download the FortiWeb software
using the steps in Downloading the FortiWeb-VM software.

« If you are using Amazon Web Services with EC2, use the EC2 console to download a special firmware build
configured as an Amazon Machine Image (AMI). See Deploying FortiWeb-VM on AWS EC2.

FortiWeb-VM Install Guide
Fortinet Technologies Inc.
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Downloading the FortiWeb-VM software
Downloading the FortiWeb-VM software

To download your FortiWeb-VM software

1. On the main page of the Fortinet Technical Support web site, under Download, click Firmware Images.
2. Click the FortiWeb link and navigate to the version that you want to download.

3. Download the appropriate . zip file.

You use this file for new virtual appliance (VM) installations. It contains a deployable virtual machine
package. (. out image files are for upgrades of existing installations only, and cannot be used for a new

installation.)
ﬂ Files for FortiWeb-VM have a FWB_vM file name prefix. Other prefixes indicate that
the file is for hardware versions of FortiWeb such as FortiWeb 4000D. These hardware
, versions are not used with FortiWeb-VM.
0, If you have a library of virtual machine images stored on a CIFS or NFS share,
‘?' download and unzip the folder there instead of on your management computer. When
|| deploying the VM, you can also use a CIFS or NFS network share as the storage

repository instead of a vDisk stored locally, on the hypervisor’s disk.

4. Extract the . zip compressed archive’s contents to a folder.

5. Continue by deploying the virtual appliance package using the appropriate deployment instructions in this
guide.

For example, see Deploying FortiWeb-VM on VMware vSphere on page 22.

FortiWeb-VM Install Guide 18
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Deploying FortiWeb-VM on AWS EC2

Deploying FortiWeb-VM on AWS EC2

There are two ways to deploy FortiWeb-VM on Amazon Web Services’ Elastic Compute Cloud (Amazon EC2):

« Bring Your Own License (BYOL) — Requires a FortiWWeb-VM license (see Downloading the FortiWeb-VM
license & registering with Technical Support on page 17).

« On-demand — Provides a fully-licensed instance of FortiWeb-VM, all FortiGuard services, and technical support
on an hourly basis.

Both methods require an existing Amazon EC2 account and Amazon Virtual Private Cloud (Amazon VPC).

You can deploy the FortiWeb-VM for AWS using either the AWS Marketplace 1-Click Launch option or directly
from the EC2 Console.

For FortiWeb-VM on Amazon Web Services (AWS), the default password for the
admin administratoris the AWS instance ID.

To deploy FortiWeb-VM for AWS from AWS Marketplace

1. Login to AWS and ensure that you have a VPC (Virtual Private Cloud).
You add VPCs using the AWS Management Console.

2. Gotothe AWS Marketplace home page (aws.amazon.com/marketplace) and log in with your credentials.

[

To navigate to the appropriate FortiWeb-VM product page, either go to the Security category or search for
“fortinet”.

Navigate to the product page for FortiWeb-VM or FortiWeb-VM (BYOL).
Click Continue.

Select the appropriate region and EC2 instance type for your deployment.

N o a &

Under Security Group, ensure that Create new based on seller settings is selected.

The only open port that is required for the initial FortiWeb-VM configuration is 443. This port allows you to
connect to the web Ul via HTTP. However, these default security group settings configure the instance for all
potential FortiWwWeb communication.

8. Use the instructions provided under Key Pair to create a new key pair.
Creating a key pair allows you to access the command-line interface via SSH.
9. Click Accept Terms & Launch with 1-Click.

10. Click Manage in AWS Console to access the virtual appliance instance and the public DNS address. You
use this address to connect to FortiWeb and configure the appliance.

11. Use the public DNS address to do one of the following:

o Connect to the web UI.

For example, if the public DNS addressis ec2-54-234-142-136.compute-1.amazonaws.com, you

FortiWeb-VM Install Guide 19
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Deploying FortiWeb-VM on AWS EC2

connect to the web Ul using the following URL:
https://ec2-54-234-142-136.compute-1.amazonaws.com/

To log in to the virtual appliance, for Name, enter admin. The default admin password is the AWS instance
ID.

« Connect to the command-line interface (CLI) using an SSH connection. See To connect to the CLI using an
SSH connection on page 20.

12. Do one of the following:

« ForFortiWeb-VM (BYOL), continue with the instructions in Uploading the license on page 149.

« Foron-demand FortiWeb-VM, configure the FortiWeb-VM software using the FortiWeb Administration
Guide.

If you change the size of the FortiWeb-VM virtual hard disk after deployment,
immediately run the following command:

execute formatlogdisk
You can run the command using the CLI Console widget on the dashboard or

via an SSH connection (see To connect to the CLI using an SSH connection on
page 20).

For information about how to use the CLI, see the FortiWeb CLI Reference.

The formatlogdisk command clears logs from the virtual hard disk,

reformats the disk, and clearsthe admin account password that is used with
Fortiweb-VM AWS deployments.

Tolog in to the Fortiweb-VM web Ul or CLI using admin afterrunning
formatlogdisk, leave the password blank.

AWS can only auto-assign a public IP address to a single, new network interface
with the device index eth0. If you add additional network interfaces to your

FortiWeb-VM instance, the Auto-assign Public IP list is not available and you
cannot access the instance via the public IP address AWS assigned earlier.
If you need to add additional network interfaces, first manually associate an
elastic IP address with the primary network interface.

To connect to the CLI using an SSH connection

These instructions connect to FortiWeb-VM using PuTTY terminal emulation software.

1. On your management computer, start PuTTY.
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2. To ensure that your configuration does not use environment variables that can interfere with the connection,
in the Category tree, expand Connection, and then click Data. Remove any environment variables.

3. Click Session, and for Host Name (or IP Address), enter the public DNS address of the FortiWeb-VM
instance.

Forexample, ec2-54-234-142-136.compute-1.amazonaws.com.
4. InPort, type 22.
5. For Connection type, select SSH.
6. Select Open.

The SSH client connects to the FortiWeb appliance.

The SSH client may display a warning if this is the first time you are connecting to the FortiWeb appliance and
its SSH key is not yet recognized by your SSH client, or if you have previously connected to the FortiWeb
appliance but it used a different IP address or SSH key.

7. Click Yes to verify the fingerprint and accept the FortiWeb appliance’s SSH key. You cannot log in until you
accept the key.

The CLI displays a login prompt.
8. Type admin and press Enter.

9. For password, enter the AWS instance ID, which is the default password.

If 3 incorrect login or password attempts occur in a row, FortiWeb temporarily
blacklists your IP address from the GUI and CLI. This action protects the appliance
’ from brute force login attacks. Wait 1 minute, and then attempt the login again.

The CLI displays a prompt, such as:
FortiWeb #
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Deploying FortiWeb-VM on VMware vSphere

The diagram below overviews the process for installing FortiWeb-VM on VMware vSphere, which is described in
the subsequent text.

Basic steps for installing FortiWeb-VM (VMware)

Set up VMware Install VMware Deploy
’ vSphere client on ' FortiWeb-VM file
HEINE TS s management computer via VMware vSphere client

!

Configure the

fcgwéfﬂfa%?:gls 4— virtual hardware &

power on
Do you have
Yes <— a purchased —> No
l license? l
Log in to web Ul using Continue with
a web browser and setup in
upload license file Administration Guide
Fortiweb-VM unlocked 15-day
and fully functional trial license

l l Lockout

Continue with T
O . Do you have
. Yes 4— a purchased —> No

license?

Deploying the OVF file

Before you can configureFortiWeb-VM, you must first use VMware vSphere Client to deploy the FortiWeb-VM
OVF package.
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To deploy the virtual appliance

1. On your management computer, start VMware vSphere Client.

&) VMware vSphere Client

vmware

VMware vSphere™

Client

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server.

IP address [ Name: I LI

User name: I

Password: I

I Use Windows session credentials

Login I Close | Help |

InIP address / Name, type the IP address or FQDN of the VMware vSphere server.
In User name, type the name of your account on that server.

In Password, type the password for your account on that server.

Click Login.

When you successfully log in, the vSphere Client window appears.

File Edit View Inventory Administration Plug-ins Help
|Q Home [ E'lj Inventory [ @ Inventory
4
& @
=] E 1720210 Windows
e resource-pocll

Summary | Virtual Machines ' ResourceAllocation | Performance | Events | Permissions

close tab [
What is a Resource Pool?

Resource pools can be used to hierarchically partition Resource Pool
available CPU and memory resources of a host.

Creating multiple resource pools allows you to think mare
about aggregate computing capacity and less about the
total capacity of the host. In addition, you do not need to
set resources on each virtual machine. Instead, you can
control the aggregate allocation of resources fo the set of
virtual machines by changing seftings on their enclosing
resource pool.

Basic Tasks

5t Create a new virtual machine
4 Edit resource pool settings

& cCreate aresource pool | f
»

4
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2. GotoFile > Deploy OVF Template.

gz e

File | Edit View Inventory Administratio
New g ntory
| Deploy OVF Template... |
i Export J
Report r
1-11(
Browse VA Marketplace... 1-11(
. 2-11¢
5 3
Brint Maps 110
Exit 1-11(

A deployment wizard window appears.

3. Inthe Deploy OVF Template window, click Browse, then locate the FortiWeb-VM OVF file.

_— 5 i
Deploy OVF Template — | = & SF|

Source
Select the source location.

Source

OVF Template Details

Mame and Location

Resource Pool

Disk Format

Network Mapping Deploy from a file or URL

Ready to Complete
! . IC:\.Users‘-,‘l"u-ur\.anr1|oads\FWEl_VM-u‘rUU-buildﬂ-qUSrFDRﬂh;I Browse. .. |

Enter a URL to download and install the OVF package from the Internet, or
spedfy a location accessible from your computer, such as a local hard drive, a
netwark share, or a CD/OVD drive.

Help | < Back | Mext = I Cancel

A

4. Click Next twice.
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5. In Name, type a unique descriptive name for this instance of FortiWeb-VM as it will appear in vSphere
Client’s inventory, such as FortiwWeb-VM. If you will deploy multiple instances of this file, consider a naming
scheme that will make each VM'’s purpose or IP address easy to remember. (This name will not be used as
the host name, nor will it appear within the Fortiweb-VM web Ul.)

7 Deploy OVF Template [ o5 ]

Name and Location
Specify a name and location for the deployed template

Source Name:
OVF Template Details Fortiweb-vM

Name and Location
Resource Pool
Disk Format
Metwork Mapping
I Ready to Complete

The name can contain up to 80 characters and it must be unique within the inventory folder. I

Help | < Back | Next = I Cancel

|

6. Click Next.

7. Inthe resource pool tree, select a virtual machine.
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Deploy OVF Tem =[S ——

Resource Pool
Select a resource poal.

Deploying FortiWeb-VM on VMware vSphere

Source

OVF Template Details
Mame and Location
Resource Pool
Disk Format

Metwork Mapping
Ready to Complete

Select the resource pool within which you wish to deploy this template.

Resource pools allow hierarchical management of computing resources within a host or duster. Virtual

machines and child pools share the resources of their parent poaol.

B @ 1720210

© [resourcepoo |

Help |

< Back | Mext = I Cancel

8. Click Next.

9. Forthe storage repository, select either:

« Thin provisioned format — Allocate more disk space on demand, if the storage repository uses a VMFS3 or

newer file system.
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« Thick provisioned format — Immediately allocate disk space (specifically 32 GB) for the storage repository

@ Deploy OVF Template || |
Disk Format
In which format do you want to store the virtual disks?
s |
20urce Information about the selected datastore:
OVF Template Details
Mame and Location Name:. datastorel :
Resource Pool SRl . LETE
Disk Format FeEsrEE AT
| Network Mapping Select a format in which to store the virtual machines virtual disks:
Ready to Complete " Thin provisioned format
The storage is allocated on demand as data is written to the virtual disks. This is
supported only on VMFS3 and newer datastores, Other types of datastores might
create thick disks.
Estimated disk usage: Unknown
' Thick provisioned format
All storage is allocated immediately.
Estimated disk usage: 32.0 GB
Help | < Back | Next = I Cancel
[} . . .
Sl Regardless of your choice here, you must later either allocate or make available at
9 least 40 GB of disk space. 32 GB is only the default minimum value, and is not
- recommended..
10. Click Next.

11. If the hypervisor has more than one possible network mapping for its vSwitch, click to select the row for the
network mapping that FortiWeb-VM should use.
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Deploy OVF Template E@ul

Network Mapping
What networks should the deployed template use?

Source |
OVF Template Details Map the networks used in this OVF template to networks in your inventory
Mame and Location

Resource Pool Source Networks | DestinationNetworks |

Disk Format VI Network | VM viant |
Network I

Ready to Complete

Description:

The VM Network network -

Help | < Back | Next = I Cancel |

2

12. Click Next.
13. Click Finish.

The wizard closes. The client connects to the VM environment and deploys the OVF to it. Time required
depends on your computer’s hardware speed and resource load, and also on the file size and speed of the
network connection, but might take several minutes to complete.

The vSphere Client window reappears. The navigation pane’s list of virtual machines on the left now should
include your new instance of FortiWeb-VM.

File Edit View Inventory Administration Plug-ins Help
E ‘E} Home b g8 Inventory b [l Inventory ‘
mu > 86 GHE 2R @

= H 1720210 Fortiweb-VM-64

E_& resource-nog
- Getting Started | Summa ResourceAllocation ' Performance QUi Console ' Permissions
{Gh [Fortiweb-VM-64 g 14

Description, Type or Target contains: ~ li Clear
Description | Type | Date Time = | Task | Target
@ Virtual machine created @ info 3/9/2011 4:24:38 AM @
@’g Creating VM onhost vm. @ info 3/9/2011 4:24:37 AM @ Fortiw
O m +
Event Details -

Continue with Configuring the virtual appliance’s virtual hardware settings on page 29.
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Do not power on the virtual appliance until you:

« Resize the virtual disk (VMDK) (see Resizing the virtual disk (vDisk) on page
29)

« Set the number of vCPUs (see Configuring the number of virtual CPUs
(vCPUs) on page 32)

ﬂ « Set the vVRAM on the virtual appliance (Configuring the virtual RAM (VRAM)
, limit on page 34)

« Map the virtual network adapter(s) (Mapping the virtual NICs (vNICs) to

physical NICs on page 36).

These settings cannot be configured inside FortiWeb-VM, and must be
configured in the VM environment. Some settings cannot be easily
reconfigured after you power on the virtual appliance.

Configuring the virtual appliance’s virtual hardware settings

After installing FortiWeb-VM, log in to VMware vSphere on the server and configure the virtual appliance’s
hardware settings to suit the size of your deployment. For sizing guidelines, contact your reseller or Fortinet
Technical Support.

For information on the limits of configurable values for FortiWeb-VM, see the FortiWeb Administration Guide.

Resizing the virtual disk (vDisk)

If you configure the virtual appliance’s storage repository to be internal (i.e. local, on its own vDisk), resize the
vDisk before powering on.

AL
‘?' This step is not applicable if the virtual appliance will use external network file system
(such as NFS) datastores.

The FortiWeb-VM package that you downloaded includes pre-sized VMDK (Virtual Machine Disk Format) files.
However, they are only 32 GB, which is not large enough for most deployments. Resize the vDisk before
powering on the virtual machine.

Before doing so, make sure that you understand the effects of your vDisk settings.

For example, if you have an 800 GB data store which has been formatted with 1 MB block size, you cannot size a
single vDisk greater than 256 GB on your FortiWeb-VM.

Consider also that, depending on the size of your organization’s network, you might require more or less storage
for your auto-learning data, anti-defacement backups, scan results, and reports.

For more information on vDisk sizing, see:

http://communities.vmware.com/docs/DOC-11920
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To resize the vDisk

the disk will delete all data on that disk. For backup instructions, see the

If you are resizing the disk for an existing deployment of FortiWeb-VM, back up the
logs and other non-configuration data before beginning this procedure. Formatting
FortiWeb Administration Guide.

»

, While resizing the vDisk, the FortiWeb-VM must be powered off.

o o A @ DN

On your management computer, start VMware vSphere Client.

In IP address / Name, type the IP address or FQDN of the VMware vSphere server.
In User name, type the name of your account on that server.

In Password, type the password for your account on that server.

Click Login.

In the pane on the left side, right-click the name of the virtual appliance, such as FortiWeb-VM, then select
Edit Settings.

FortiWeb-VM Install Guide
Fortinet Technologies Inc.


http://docs.fortinet.com/fweb.html

Deploying FortiWeb-VM on VMware vSphere

The virtual appliance’s properties dialog appears.

Configuring the virtual appliance’s virtual hardware settings

|J_j inline_csh - Virtual Machine Properties

=R X

Hardware loptbnsl Resources] Pmﬁlesl v5ervices| Virtual Machine Version: 7
Disk File

[ Show All Devices — | e ‘ |[datastore1 (3)] FortiWeb-VIM-4. 40-build0640-ck-i/Fortiweb-
Hardware Summary
Wl Memory 1024 MB Disk Provisicning
@ cpus 2 Type: Thick Provision Lazy Zeroed
[ Video card Video card E’"Wisiﬂ"ed Size: | 30 |GB ;D
& VMCldevice Restricted Maximum Size (GB): 33.69
e SCSI controller 0 LSI Logic Paraliel
5 Hard disk 1 Virtual Disk Virtual Device Node

= st ool bt D | SCSI (0:1) Hard disk 2 |
BB Network adapter1 VLAN2160 - VM-LAB16... |
BB Network adapter2 VLAN2162 - VM-LAB16... Mode
BB Network adapter3 VLAN2160 - VM-LAB16... [T Independent
B Network adapter4 VLANZ2160 - VM-LAB16... T P
E@ Network adapter5 VLAN2160 - VM-LAB16...
BB Network adapter6 VLANZ160 - VM-LAB16... O ) _ .
B Network adapter? VLANZ2160 - VM-LAB16... Ehr;a:g:.sare R ) e AL
B@ Network adapter8 VLANZ2160 - VM-LAB16... 0
) Network adapterd VLAN2160 - VM-LAB16... - Chargess b this disk are discarded when you power
@@ Network adapter 10 VLAN2160 - VM-LAB16... off or revert to the snapshot.

Help oK Cancel |

7. Inthe list of virtual hardware on the left side of the dial
8. InProvisioned Size, type the new size, in gigabytes
9. Click OK.

og, click Hard disk 2.
(GB), of the vDisk.

10. If you do not need to change the other resources, continue with Powering on and shutting down the virtual

appliance on page 45. Otherwise continue with Config

uring the number of virtual CPUs (vCPUs) on page 32.

11. After powering on the appliance, in the CLI, enter the command:

exec formatlogdisk

»
4

reformatted.

On VMware ESXi, the expanded space will not be recognized until the vDisk is
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Configuring the number of virtual CPUs (vVCPUs)

By default, the virtual appliance is configured to use 1 vCPU. Depending on the FortiWeb-VM license that you
purchased, you can allocate up to 1, 2, 4, or 8 vCPUs.

N - /, If you need to increase or decrease the vCPUs after the initial boot, power off
q FortiWweb-VM, adjust the number of vCPUs, then see Updating the license for more
- vCPUs on page 155.

For FortiWeb-VM deployed on an ESXi hypervisor, when you set the number of vCPUs to 8, you also change the
default CPU affinity settings (which restrict the virtual machines to a subset of the available processors). This
additional configuration can help prevent performance problems.

For more information on vCPUs, see the VMware vSphere documentation:

http://www.vmware.com/products/vsphere-hypervisor/index.html

To change the number of vCPUs

) o

l While resizing the vCPU, the FortiWeb-VM must be powered off.

32

o o A~ w0 DN

On your management computer, start VMware vSphere Client.

InIP address / Name, type the IP address or FQDN of the VMware vSphere server.
In User name, type the name of your account on that server.

In Password, type the password for your account on that server.

Click Login.

In the pane on the left side, right-click the name of the virtual appliance, such as FortiWeb-VM, then select
Edit Settings.

The virtual appliance’s properties dialog appears.
In the list of virtual hardware on the left side of the dialog, click CPUs.

In Number of virtual processors, type the maximum number of vCPUs to allocate. Valid values range from 1
to 8.
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Hardware |O|:|tions | Resources |

Configuring the virtual appliance’s virtual hardware settings

Virtual Machine Version: 8

9. Click OK.

10. Do one of the following:

To configure vCPUs for FortiWeb-VM08 on ESXi

1.
2

I” Show All Devices Add... | Remove | Mumber of virtual processors: 2 j
1
Hardware | Summary | Warning: Changing the number of virtual 3 ater
ALQE haE the guest OS5 is installed may make your 4 ne

O crus > D unstable. c

vIUTU Lard vIiucuLard 6
&= VMCIdevice Restricted ;
& Hard disk1 Virtual Disk ——
&3 Hard disk2 Virtual Disk “
BB Network adapter1 VLAN2160 - VM-LAB16... |
B9 Network adapter2 VLAN2162 - VM-LAB16...
E® Network adapter3 VLAN2160 - VM-LAB16...
BB Network adapter4 VLAN2160 - VM-LAB16...
BB Network adapter5 VLAN2160 - VM-LAB16...
B® Network adapter6 VLAN2160 - VM-LAB16...
BB Network adapter? VLAN2160 - VM-LAB16...
BB Network adapter8 VLAN2160 - VM-LAB16...
E® Network adapterg VLAN2160 - VM-LAB16...
B® Network adapter 10 VLAN2160 - VM-LAB16...

Help I oK | Cancel |

» For vSphere Hypervisor deployments and ESXi deployments with 2 or 4 vCPUs - If you do not need
to change the other resources, continue with Powering on and shutting down the virtual appliance on page 45.

Otherwise continue with Configuring the virtual RAM (VRAM) limit on page 34.

o For ESXi deployments with 8 vCPUs — Continue with the instructions in To configure vCPUs for FortiWeb-

VMO8 on ESXi on page 33

On VMware vSphere Client, ensure you are logged in to the VMware vSphere server.

Right-click the name of the virtual appliance, such as FortiWeb-VM, then select Edit Settings.

The virtual appliance’s properties dialog appears.

On the Resources tab, click Advanced CPU.

Under Hyperthreaded Core Sharing, for Mode, select Any.
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5. Under Scheduling Affinity, to set the logical processor affinity to the required range, enter 0-7.

r@ Fortiweb_VM_Si&nature V5.0 - Virtual Machine Properties | = | & 22
Hardware I Optir{s Resources |\4)ervices | Virtual Machine Version: 7
Settings ——" | Summary |
CPU 0 MHz —Hyperthreaded Core Sharing N\
Memaory 0 MB ( Mode: IA”V LI ,
'..D'Ek Lloroal ow sharing of physica cores when the host supports
m Advanced CPU HT Sharing: Any D hyperthreading.

— Scheduling Affinity
Hyperthreading Status: Active
Available CPUs: 8 (logical CPUs)

Select logical processor affinity for this virtual machine.

Use - for ranges and ',' to separate values. For example,
N "0,2-4,7" would indicate processors 0, 2, 3, 4, and 7.

Clear the string to remove affinity settings.

0-7
oK Cancel I
A

. A
6. If you do not need to change the other resources, continue with Powering on and shutting down the virtual

appliance on page 45. Otherwise continue with Configuring the virtual RAM (vVRAM) limit on page 34

Configuring the virtual RAM (VRAM) limit
FortiWeb-VM comes pre-configured to use 4 GB of vRAM. You can change this value.
\‘ ! 'l
9 It is possible to configure FortiWeb-VM to use less vVRAM, such as 2 GB. However, for
performance reasons, it is not recommended.
34 FortiWeb-VM Install Guide
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To change the amount of vVRAM

) o

l While resizing the vRAM, the FortiWeb-VM must be powered off.

1. On your management computer, start VMware vSphere Client.

InIP address / Name, type the IP address or FQDN of the VMware vSphere server.
In User name, type the name of your account on that server.

In Password, type the password for your account on that server.

Click Login.

o o A~ w0 DN

In the pane on the left side, right-click the name of the virtual appliance, such as FortiWeb-VM, then select
Edit Settings.

The virtual appliance’s properties dialog appears.

7. In the list of virtual hardware on the left side of the dialog, click Memory.
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8. In Memory Size, type the maximum number in gigabytes (GB) of the vVRAM to allocate.
- —
) Ferim - |
™ Show Al Devices Add... J
I
Wl Memory sweeme )
> 4

Wideno card Video card

&= WMCI device Restricted

&= Hard disk1l Virtual Disk

& Hard disk2 Virtual Disk
[_'__ ‘Network adapter 1 VLANZ160 - VM-LAB16... |
BB MNetwork adapter2 VLANZ162 - VM-LAB1G...
E@ Metwork adapter3 V0LANZ160 - VM-LAB16...
Bl MNetwork adapter4 WLANZ160 - VM-LAB16...
BB Network adapters VLANZ160 - VM-LAB1E...
BB MNetwork adapter & VLAN21E0 - VM-LAB1G...
B MNetwork adapter 7 VLANZ1E0 - VM-LAB16...
Bl MNetwork adapter8 WLANZ160 - VM-LAB1E...
- Metwork adapter & VLANZ1E6D - VM-LAB1E...
BB Network adapter 10 VLAMZ160 - VM-LAB16...
_teb |

9. Click OK.

10. If you do not need to change the other resources, continue with Powering on and shutting down the virtual

Mapping the virtual NICs (vNICs) to physical NICs

appliance on page 45. Otherwise continue with Mapping the virtual NICs (vNICs) to physical NICs on page 36.

Appropriate mappings of the FortiWeb-VM network adapter ports to the host computer’s physical ports depends

on your existing virtual environment.

36
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Often, the default bridging vNICs work, and don’t need to be changed.

If you are unsure of your network mappings, try bridging first before non-default
S ! /, VvNIC modes such as NAT or host-only networks. The default bridging vNIC
q mappings are appropriate where each of the host’s guest virtual machines should
- have their own IP addresses on your network.

The most common exceptions to this rule are for VLANs and the transparent
modes. See Configuring the vNetwork for the transparent modes on page 40

When you deploy the FortiWeb-VM package, 10 bridging vNICs are created and automatically mapped to a port
group on 1 virtual switch (vSwitch) within the hypervisor. Each vNIC is mapped to one of 10 FortiWeb-VM network
interfaces. (Alternatively, you can configure some or all of the network interfaces to use the same vNIC.)
vSwitches are themselves mapped to physical ports on the server.

In some cases, FortiWeb-VM deployed on ESXi cannot update the mapping between
VNICs and FortiWeb-VM network interfaces after you remove and add adaptors. See

Changing the default network adaptors for EXSi deployments on page 39.

You can change the mapping, or map other vNICs, if either your VM environment requires it or FortiWeb-VM will
be operating in either true transparent proxy or transparent inspection mode. (For information on how to choose
the operation mode, see the setup instructions in the FortiWeb Administration Guide.)

The following table provides an example of how vNICs could be mapped to the physical network ports on a
server.

Example: Network mapping for reverse proxy mode

VMware vSphere FortiWeb-VM
ZI;{V\SI:;'T(I Network Mapping Virtual Network Adapter Network Interface
(vSwitch Port Group) for FortiWeb-VM Name in Web UI/CLI
Adapter
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eth0 VM Network 0 Management port1
VM Network 1 External port2
eth1 VM Network 2 Internal port3
VM Network 1 External port4

To map network adapters

1.

2
3.
4

On your management computer, start VMware vSphere Client.
. Enter the IP address, user name, and password of the VMware vSphere server.
Click Login.

. Inthe pane on the left side, right-click the name of the virtual appliance, such as FortiWeb-VM, then select
Edit Settings.

The virtual appliance’s properties dialog appears.

In the list of virtual hardware on the left side of the dialog, click the name of a virtual network adapter to see its
current settings.

From the Network Connection drop-down menu, select the virtual network mapping for the virtual network
adapter.

The correct mapping varies by your virtual environment’s network configuration. In the example illustration
below, the vNIC Network adapter 1 is mapped to the virtual network (vNetwork) named VLAN 593.
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Hardware IDdeorrs ] Resources ]

Configuring the virtual appliance’s virtual hardware settings

™ Show All Devices Add.., J Remove J r
T T Summary W Connect at power on
Bl Memory 4096 MB
@ ceus 2 scadiy
g Video card Video card Current adapter: EI
= VMCI device Restricted
& Hard disk1 virtual Disk —
2 Hard disle2 Yirtus| Dizl ] LI
B9 Network adapter 1 VLANSS3 :) I ||  Viarand
L wLAN JFa
B8 Metwork adapter3 WLAN 593 Metwork Connection
B8 Metwork adapter4 WLAN 593 Metwark label:
| BB Metwork adapter s WLAN 593 1\‘1#“ 5a3 ﬂ
B8 WNetwork adapterg WLAN 593
BB WMetwork adapter? WVLAN 593 P
B8 WMetwork adapterg VLAN 593 b
B8 WNetwork adapterd WLAN 593
B8 WNetwork adapter 10 VLAN 593

Help |

oK Cancel |
|
_— —d
7. Click OK.
8. Continue with Powering on and shutting down the virtual appliance on page 45.
Changing the default network adaptors for EXSi deployments
By default, FortiWeb-VM deploys on ESXi using VMXNET network adaptors.
However, you can delete the VMXNET adaptors and add E1000 network adaptors that replace them, if required.
E1000 adaptors do not have the same limitations as VMXNET adaptors. However, for best performance, use
VMXNET adaptors because they are optimized for performance in a virtual machine.
To avoid problems with the mapping of vNICs to FortiWeb-VM network interfaces, do the following:
« Ensure the network adaptors are all of the same type: VMXNET or E1000.
« If you are using VMXNET adaptors, do not remove and add adaptors. FortiWeb-VM cannot update the initial
mappings to work with the new adaptors.
However, you can add VMXNET adaptors if you are upgrading from a previous version of FortiWeb-VM that
FortiWeb-VM Install Guide 39

Fortinet Technologies Inc.



Configuring the virtual appliance’s virtual hardware settings Deploying FortiWeb-VM on VMware vSphere

provides only 4 adaptors. (Because the additional adaptors are new, there is no existing mapping to create a
conflict.) Ensure that the total number of adaptors after the upgrade is 8 or 10.

Configuring the vNetwork for the transparent modes

The default vNetwork configuration does not function with FortiWeb bridges (V-zones). You use bridges when
you deploy your FortiWeb-VM in either true transparent proxy or transparent inspection operation mode.

Use the following general configuration steps to support the transparent modes:

« To create the bridge, use one of the following to create two FortiWeb ports: one for the web server side and one for
the client side:
« 2 vSwitches or distributed vSwitches (dvSwitch)
« 1 vSwitch that has 2 port groups with different VLAN IDs

« Set each vSwitch that you add to promiscuous mode and map each port group to a network adapter (vNIC)
Similar to a deployment that does not use virtual machines, connections between clients and servers are piped

through two port groups (on two vSwitches or a single vSwitch) that comprise the bridge, with FortiWeb-VM in
between them.

To Clients

S,
.

W vmware -

L
o,

To Mgmt.

To create a vSwitch

1. On your management computer, start VMware vSphere Client.

InIP address / Name, type the IP address or FQDN of the VMware vSphere server.
In User name, type the name of your account on that server.

In Password, type the password for your account on that server.

Click Login.

In the pane on the left side, click the name of the virtual appliance, such as FortiWeb-VM.

N o a M 0N

On the Configuration tab, click Networking.
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8.

A window appears where you can configure vSwitches or distributed vSwitches.

File Edit View Inventory Administration Plug-ins Help

Configuring the virtual appliance’s virtual hardware settings

E3 EJ & vome b g§ towentory b [l Hosts and Clusters & 5 Q
=
& & %
B [} WINZKS-VCENTER. 172.30.71.203 VMware ESXi, 4.1.0, 433742
= [y vm-Las
5 [b[1723071.203 Getting Started ' Summary  Virtual Machines ' Resource Allocation ' Performance UGl el Tasks &Events  Alarms ' Permissions Maps ' Storage Views ' Hardware Status
Lab
= % FariWeb-sandb Hardware view: ( Virtual Switch JeNetwork Distributed Switch
@ Fortiwen-vM Processors Networking Refreshf Add Networking... | Properties..
g Chert Memary o
finwe A v nysical Acapters "
(i Cent0S 5.5 64-bit - =l Q. No adapters
B FortiAnalyzer-vM > Metworking 2 2 vi s
(i Fortigate-vM TOPa0e Adapters Client-23.23.23. i)
{51 Red Hat Enterprise Linux Network Adapters Client-23.23.23.23 &

B B 1723071211
m FortiToken Sandbax
38 vCenter and DC

Advanced Settings
Power Management

Virtual Switch: vSwitch3

Remove...

Properties...

g :umga:ez:g; Py i o [ p—
artigate- - y
VMNetwark-FWEB-client-sid 4 No sdapt
B FortiMail-vM Licensed Features Vet sy e 9 - Mo acpters
) Windows 7 32-bit Time Configuration = iy -
. Client
Gl) Windows 7 64-bit 1 DI and Routing - &
Windows XP 32-bit-CP-Cli e Fartivieb-VM-64 B
o B 17230710m Authentication Services
5 Beta Team Sandbox Power Management
B Fortigate-vMo2 Virtual Machine Startup/Shutdown Virtual Suitch: vSwitchd Remove... Properties...
{3 Fortigate-vM02 Virtual Machine Swapfile Location ok -
1 Forbgate-vMe2 Security Profile =R servers -side @ b
System Resource Allocation B 2vi )
Advanced Settings &
Apache-Linux R4l
‘ i '
Recent Tasks Name, Targel or Stztus contains: ~ Clear X
[Name Target Status Detalls Initiated by | vCenter Server Requested Start Ti...— | Start Time Completed Time

In the View set of buttons, click Virtual Switch. (If you are configuring a distributed vSwitch, click vNetwork
Distributed Switch instead. Your steps will vary slightly, but will be similar.)

9. Click Add Networking.

10. Accept the default connection type, Virtual Machines, and click Next.

11. Select Create a virtual switch.

12. Click Next.

13. Under Port Group Properties, enter a network label suchasClient-Side-vSwitchl that identifies the

port group.

14.In VLAN ID, if your network uses VLANSs, enter a number between 1 and 4,094 to specify the VLAN tag that

the vSwitch uses.

If your configuration uses only one vSwitch, add a second port group with a different VLAN tag.

15. Click Next.
16. Click Finish.
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17. If your configuration uses 2 vSwitches, repeat this procedure to create the other vSwitch.

File Edit View Inventory Administration Plug-ins Help

E3 EJ & vome b g§ towentory b [l Hosts and Clusters

& & %

B [ WIN2KS-VCENTER
= [By vm-Las
B @ [17230.71.203
38 b
=1 3 Fortiweb-sandbox
s Fortiwet-vM

{3 CentOS 5.5 &4-bit
s ForbAnalyzer-vM
(s Fortigate-vM
{51 Red Hat Enterprise Linux
B B 17230nm
B FortiToken Sandbox
3 vCenter and DC

172.30.71.203 VMware ESXi, 4.1.0, 433742
Getting Started

Hardware

Processars
Memory
Storage

» Networking
Storage Adapters
Hetwork Adapters
Advanced Settings
Power Management

Summary  Virtual Machines ' Resource Allocation ' Performance [T Te T, Tasks & Events ' Alarms | Permissions  Maps

Storage Views ~ Hardware Status

View:  Virtual Suitch vNetwork Distributed Switch

Networking
Virtus! Machine Port Group
3 WM Network-23het
B 2 virtual machine(s)
Client-23.23.23.2
Client-23.23.23.23

Refresh Add Metworking... Properties...
Physica| Adspters &
e. No adapters

Virtual Switch: vSwitch3 Remove... Prapertes...
g :“""93:'5:3; Software i P
i Qe =y
& ForoMailvM Bt ( Emwm‘.nrk E\IEBK:I\ent side No sdapters
1 Windows 7 32-bit Time Configuration = .Ium;‘ TaChNES)
G Windows. 7 64-bk DNS and Rauting AR, &
Windows ¥P 32-bit-CP-Cli 2 : Fartiveb-VvM-64 i 8
& B 172307120 Authentication Services
9§} Beta Team Sandbox Power Management
(B Fortigate-vM02 virtual Machine Startup/Shutdown Virtual Switch: vSwitch4 Remove... Properties...
L3 Fortigate-vM02 Virtual Machine Swapfile Location ol ot ra s e =
(s Forbgate-vM02 Security Profile M network-FWEE- servers -side @ - No adapters 1=
System Resaurce Alocation B TVIa maTnere
Advanced Settings Fartiweb-VM-64 B
Apsche-Linux & |
« i '
Recent Tasks Mame. Targetor Status contains- » [ Clesr X
[ Hame [Target Status Details Tnitiated by | vCenter Server Requested Start Ti... — | Start Time Completed Time

18. If you are creating vSwitches to support true transparent proxy, ensure that the vSwitch is configured to use

only one VMNIC.

19. Continue with To configure promiscuous mode for the new vSwitch.

To configure promiscuous mode for the new vSwitch

1. On the Configuration tab, click Networking.
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2. Select Properties.

File Edit View Inventory Administration Plug-ins Help
(4]

gy Home b g8 Inventory b [l Hosts and Clusters

Fortinet Technologies Inc.

ﬁ;- Seal entol QL
& @ (9 vSwitch3 Properties
(=] g I;}::N\f;i::ENTER 172.30.71.203 VMware ESKj, 4.1.0, 433742 I Generalraffcshaﬁnql WIC Teaming l
o @ (372 3033 203 Getting Started ' Summary ' Virtual Machines  Resource Allocation | Performance BSUGlME! Policy Exceptions
(5) vSwitch3 Properties =
- P —— o 5))
Ports | Network Adapters | (m B -
Configuration Summary e Forged Transmits: [accet =
3 vSwitch 120Ports Mumber of Parts: 120
@ VMNetwork-FWE.. Virtual Machine ..
Defauit Policies
Sacurity
Promiscuous Mode: Accept
MAC Address Changes: Accept
Forged Transmits: Accept
Traffic Shaping
Average Bandwidth:
Peak Bandwidth:
Burst Size:
Failover and Load Balancing
Load Balancing: PortID
Network Failure Detection: Link status only
Notify Switches: Yes
Failback: Yes
Active Adapters: Nore
« Standby Adapters: None
el Sh J ’TI Unused Adapters: None
A
Nard
f e e
0K I Cancel Help
P Tasks @ Hams ‘gesabe
3. Click Edit.
4. Select the Security tab.
5. From the drop-down list for Promiscuous Mode, select Accept.
6. If your configuration uses 2 vSwitches, repeat this procedure with the other vSwitch for the bridge.
7. Continue with To map a network adapter to the new vSwitch port groups.
To map a network adapter to the new vSwitch port groups
1. Inthe pane on the left side, click the name of the virtual appliance, such as FortiWeb-VM.
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2. Onthe Getting Started tab, select Edit Virtual Machine Settings.

FortiScan-VM-4.2.2

Getting Started JRE=Tnlut1s' Resource Allocation  Performance | Events ' Console ' Permissions

close tab

What is a Virtual Machine?

A virtual machine is a software computer that, like a |
physical computer, runs an operating system and o8 Q ;
applications. An operating system installed on a virtual h
machine is called a guest operating system ) .
Because every virtual machine is an isolated computing N
environment, you can use virtual machines as desktop or o

workstation environments, as testing environments, or to
consolidate server applications

Virtual machines run on hosts. The same host can run
many virtual machines

Basic Tasks

P Power on the virtual machine

(@ Edit virtual machine senings)

A properties window appears.

&l wr /CENTEF rere Cher -

File Edit View Inventory Administration Plug-ins Help

E) |& rome b g Invenwory b [ Hosts and Clusters e/ Search nvento Q
mur DGR
S2K8-VCENTER Fortiweb-VM-64 43 GA
VM-LAB - > >
B 1723071203 Getting Started | Summary  ResourceAllocation | Performance  Tasks & Events | Alarms |[EELEEIly, Permissions Maps ' Storage Views
& Lab
= FartWeb-sandbox
{55 | Fortiweb-VM-64 5
B Clent duare | options | Resources | Virtual Machin
& ? g;xs — Device Status
N ™ Show All Devices Add... Remove
G FortiAnalyzer-vM W Connected
Fortigate-VM-4.3 Vardhiare Sy ¥ Connect at power on
() Red Hat Enterprise Linux 5 32 B vemoy Y% N
B 1723071.211 B e i Adapter Type
® 3fj FortiTaken Sandbox ¢
. o video card Vides card BN oy
® ag wCenter and DC s
i Fortioate-vio2 = VMCI device Restricted
@ Fortigate-uM0g @ scsicontroller 8 LSI LogicParallel
b FortiMai-vM = Harddisk1 Virtual Disk
& windows 7 32-bit = Hard disk2 Virtual Disk o r
() Windows 7 64-bit EB Network adapter1 VM Network-172net
) Windows XP 32-bit-CP-Client BB Network adapter2 VM Network-FWEB-clie... batuack Conoection
Eagz:":im i [B Network adapter VM Network-FWEB- ser. Network label:
& eta Team Sandbox : -
@ 3 ForScan-VM SandBox BB Network adapter4 VLANZ160 - VM-LAB1E... M Network FWEB. servere Sde =]
i Fortigate VM2 BB Network adapters VLAN21E0 - VM-LAB1E...
& Forbgate-yMo2 BB Network adapter 6 VLANZ1E0 - VM-LABIS...
i Fortgate-yMo2 BB Network adapter? VLANZ160 - VM-LABIE...
B Network adapter § VLAN2160 - VM-LAB1E...
B Network adapters VLAN2160 - VM-LAB16...
BB Network adapter 10 VLANZIE0 - VM-LAB1S...
« m v
Recent Tasks Status contsins: ~ Clear X
Name Target il |
7 Tasks @ Marms gesaba

3. Onthe Hardware tab, select a network adapter from the hardware list.
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Select the port group of the new vSwitch from the Network label drop-down list.
Click OK.
Do one of the following:

« If your configuration uses 2 vSwitches, repeat this procedure with the port group on the second vSwitch.
« If your configuration users 1 vSwitch, repeat this procedure with the second port group on the vSwitch.

Later, when you configure FortiWeb-VM, add the FortiWeb ports that correspond to the mapped vSwitch port
groups to the bridge (V-zone).

Configuring vSwitches to support an HA cluster on ESXi

To include FortiWeb-VM deployed on an ESXi hypervisor in a high availability (HA) cluster, ensure that the
vSwitch Promiscuous Mode, MAC Address Changes and Forged Transmits security policies are all set to
Accept.

This configuration allows the VM to become part of a cluster and process traffic correctly if there is a failover.

1.

© N o g &~ W N

Log in to the vSphere Client and select the host from the inventory panel.

Click the Configuration tab and click Networking.

On the right side of the page, click Properties for the vSwitch to edit.

Click the Ports tab.

Select the vSwitch item in the Configuration list, and click Edit.

Click the Security tab.

For Promiscuous Mode, MAC Address Changes and Forged Transmits, select Accept.

Click OK.

Powering on and shutting down the virtual appliance

Once the virtual appliance’s package has been deployed and its virtual hardware configured, you can power on
the virtual appliance.

Do not power on the virtual appliance unless you have already mapped the
virtual network adapter(s) (Mapping the virtual NICs (vNICs) to physical NICs on
page 36). You may also want to:

+ Resize disk (VMDK) (see Resizing the virtual disk (vDisk) on page 29)
« Configure the number of CPUs (see Configuring the number of virtual CPUs

, (vCPUs) on page 32)
« Set the RAM on virtual appliance (Configuring the virtual RAM (VRAM) limit on
page 34)

These settings cannot be configured inside FortiWeb-VM, and must be
configured in the virtual machine environment.
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To power on FortiWeb-VM

1.

8.

9.

N o a &M o DN

On your management computer, start VMware vSphere Client.

In IP address / Name, type the IP address or FQDN of the VMware vSphere server.
In User name, type the name of your account on that server.

In Password, type the password for your account on that server.

Click Login.

In the pane on the left side, click the name of the virtual appliance, such as FortiWeb-VM.

Click the Getting Started tab.

FortiScan-VM-4.2.2

e LR iy . Summary  Resource Allocation  Performance ' Events ' Console ' Permissions

close tab [X

What is a Virtual Machine?

A virtual machine is a software computer that, like a [ e
physical computer, runs an operating system and I
applications. An operating system installed on a virtual
machine is called a guest operating system

Because every virtual machine is an isolated computing
environment, you can use virtual machines as deskiop or
workstation environments, as testing environments, or io
consolidate server applications.

Virtual machines run on hosts. The same host can run

many virtual machines k)

Basic Tasks

([ia Power on the virtual machine)

(3 Edit virtual machine settings

Click Power on the virtual machine.

Continue with Configuring access to FortiWeb’s web Ul & CLI on page 143.

To shut down or restart FortiWeb-VM

1.

In the vSphere Client, access the FortiWeb-VM console.
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File View VM

Bl S8 @ B ?

EYSLINUX 6.83 EDD Copyright (C) 1994-2?814 H. Peter Anvin et al
oading vmlinuz... ok
oading “rootfs.gz...ok

Fysted is started?t?t

ortilleb login:
ortilleb login:

ortileb login:

ortilleb login:

2. Click VM > Power, and then select an option to shut down or restart the VM.

File View VM
B Power 3
Guest 4 Power Off Cirl+E
Enapilﬁc\t + 5‘-”':"-‘":' Cirl+Z
fF  Edit Settings.. Reset Ctrl+T

Migrate... Ctrl+D

Ctel+R

Shut Dewn Guest

Restart Guest

Clone...
Template
Fault Telerance
Add Permission..

Alarm

ortileb Report Performance...

‘ortiHeh ]

Fort illeh Open in Mew Window... Ctrl+Al+N

FortiHeh
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Configuring vSphere HA and Fault Tolerance

vSphere High Availability (HA) allows you to pool virtual machines and the hosts they reside on into a cluster. In
the event of a failure, the HA feature restarts the virtual machines on a failed host on alternate hosts. This
alternative to FortiWeb HA requires no HA configuration on the FortiWeb.

When you create a vSphere HA cluster, a single host automatically becomes the master host. The master host
communicates with vCenter Server and monitors the state of all protected virtual machines and of the slave
hosts.

After you create a vSphere HA cluster, you can optionally enable Fault Tolerance (FT).

vSphere Fault Tolerance (FT) provides continuous availability by having identical virtual machines run in virtual
lockstep on separate hosts. The lockstep mechanism captures activity and events on a primary virtual machine
and sends them to a secondary VM.

To obtain optimal results from Fault Tolerance, ensure that you are familiar with how it works, how to enable it for
your cluster and virtual machines, and FT best practices.

The key difference between VMware's Fault Tolerance and High Availability is how the failure of an ESXi host
affects VM operation. Fault-tolerant systems instantly transition to a new host. For high-availability systems, the
VMs fail with the host before restarting on another host.

Steps for configuring vSphere HA and Fault Tolerance

Deploy
Install VMware FortiWeb-VM file

vSphere client on via VMware vSphere
management computer client & power on

Set up VMware
vSphere server

Create and configure a
vSphere HA cluster via
VMware vSphere client

Create a datacenter
via VMware vSphere client

Do you want
Yes to enable No
Fault Tolerance?

Continue with
setup in
Administration Guide

Configure Fault Tolerance
for cluster and host
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vSphere HA requirements

VMware Infrastructure Suite Standard or Enterprise
At least 2 VMware vSphere ESXi host systems

A shared SAN or NAS between the ESXi servers where FortiWeb-VM is deployed. When a host system fails,
ownership of its virtual machines is transferred from the failed host to the new host.

CPU compatibility between the hosts

vSphere Fault Tolerance requirements

Ensure the hosts use supported processors
Ensure the hosts are licensed for Fault Tolerance

Ensure the hosts are certified for Fault Tolerance. To determine if your hosts are certified, search the VMware
Compatibility Guide by Fault Tolerant Compatible Sets.
Ensure Hardware Virtualization (HV) is enabled in the BIOS for each host

For more information on Fault Tolerance, see the topic "Providing Fault Tolerance for Virtual Machines" in ESXi
and vCenter Server 5 Documentation.

To configure vSphere HA

1. On your management computer, log in to VMware vSphere Client.
(&) VMware vSphere Client >
vmware
VMware vSphere”
IE\ All wSphere features introduced in wSphere 5.5 and beyond are
available only through the vSphere Web Client, The traditional
wSphere Client will continue to operate, supparting the same
feature set as vSphere 5.0,
To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
wCenter Server.
IP address [ Name: |1|:|.CI. 1.135 ;I
User name: I
Password: I
[T Use Windows session credentials
Login Close
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Configuring vSphere HA and Fault Tolerance
2,

In the Home, under Inventory, click Hosts and Clusters.

Deploying FortiWeb-VM on VMware vSphere
(&) veenterbfwbga.com - vSphere Client

Inventory

FEle Edit View Inventory Administration Plug-ins Help
G E 8

Search

P

Hosts and Clusters

VMs and Datastores and
Templates
Administration

Datastore Clusters

G‘
Roles Sessions

MNetworking

> &
Licensing Systemn Logs viCenter Server vCenter Solutions  Storage Providers
Settings Manager
Management
ER 2 A ﬂ};
Events Maps Host Profiles Customization
Spedfications
Manager
3. Select File > New > Datacenter.

= E_] veenters. fwbga.com
[ fwbdev

4. Rename the new datacenter. (In this example, itis fwbga.)
B

5. Right-click the datacenter, and then click New Cluster.
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B v

@ F il MNew Folder Ctrl+F
i Na|ﬂ Mew Cluster... Crl+L |
¥ Mew Datastore Cluster
" Add Host. Ctrl+H
E‘_T MNew Virtual Machine... Ctrl+MN

Mew vSphere Distributed Switch...  Ctrl+K
Add Datastore...
Rescan for Datastores...

(55  Migrate Virtual Machine Networking...

Add Permission... Ctrl+P
Alarm ]
Open in New Window... Ctrl+Alt+N
Remove

Rename

The New Cluster wizard is displayed.

6. For Name, enter a name for the cluster, and then select Turn On vSphere HA.

Cluster Features

—Mame
wSphere HA
Virtual Machine Options Mew-Cluster
VM Monitoring
WMware EVC
WM Swapfile Location — Cluster Features

Ready to Complete Select the features you would like to use with this duster,

¥ Turn On vSphere HA

vSphere HA detects failures and provides rapid recovery for the virtual machines
running within a duster. Core functionality indudes host and virtual machine
maonitoring to minimize downtime when heartbeats cannot be detected.

vSphere HA must be turned on to use Fault Talerance.

™ Turn ©n vSphere DRS

vSphere DRS enables vCenter Server to manage hosts as an agaregate pool of
resources, Cluster resources can be divided into smaller resource pools for users, groups,
and virtual machines.

vSphere DRS also enables vCenter Server to manage the assignment of virtual machines
to hosts automatically, suggesting placement when virtual machines are powered on, and
migrating running virtual machines to balance load and enforce resource allocation
policies.

vSphere DRS and YMware EVC should be enabled in the duster in order to permit placing
and migrating YMs with Fault Tolerance turned on, during load balancing.
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7. Navigate through the wizard to complete the configuration for your cluster.

For information on the settings, see the topic "Configuring vSphere HA Cluster Settings" in ESXi and vCenter
Server 5 Documentation.

The new cluster is displayed in the Inventory tree. (In this example, vmtool-HA.)

=l & veenters.fiwbga.com
[f5 fwbdev
B [
[ffj auto-testing
[ QA
stress
vmiool-

8. To add hosts to the cluster, right-click it, click Add Host.

[ [ veenters.fwbga.com

By fwbdew

= Eﬂ fwbga Getting Started W=yl =l T TE
fff auto-testing
g oA What is a Cluster?
[ stress

® dh

Add Host... Cirl+H
E‘_T Mew Virtual Machine... Ctrl+MN
&  Mew Resource Pool... Ctrl+0O
32  New vApp.. Ctrl+A

Rescan for Datastores...

Host Profile 3
Add Permission... Ctrl+P
Alarm ]

#h Edit Settings...
Open in New Window... Ctrl+Alt+N

Remove

Rename

5 |
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9. Navigate through the wizard to add the hosts. (In thisexample, 10.0.1.85 and 10. 0.1.86.)

= &) veenters.fivbga.com
]_'l fwbdev
=) ]_'l fwbga
|ft| auto-testing
fh QA
|ft| stress
= |ft| vmtool-Ha
[ 10.0.1.85

@. 10.0.1.86

&R Fortiweb-vM-5.50-build3004-ll
{3 [Fortiweb-VM-5.50-build3004-pt|
& Fwb-\M-5.51-b3008-st

10. Select the cluster to view its settings and ensure that there are no configuration issues.

For information on troubleshooting virtual machines, ESXi hosts, and clusters, see the topic "vSphere
Troubleshooting" in ESXi and vCenter Server 5 Documentation.

To configure vSphere FT
1. On your management computer, start VMware vSphere Client.

2. Right-click your virtual machine, and then click Fault Tolerance > Turn On Fault Tolerance.
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=l &) veenters.fibga.com Fortiweb-VM-5.50-build3004-pt
[y fwhdev
g %.3 fwbga el Wpcled= . Summary ' Resource Allocation | Performance ' Tasks & Events
[ auto-testing
g oA What is a Virtual Machine?
ﬁ stress
= ff vmtool-HA A virtual machine is a software computer that, like a
[ 10.0.1.85 physical computer, runs an operating system and
[, 10.0.1.86 ) applications. An operating system installed on a virtual
@} Fortiweb-VM-5.50-build3004-1 machine is called a guest operating system.
[Fortiweb-VM-5.50-build3004~*
2 Fwb-vM-5.51-b3008-st Power * Bn isolated computing
Guest * hachines as desktop or
Snapshot » g environments, or to
B2 Open Console
B Edit Settings.. 5 run on hosts or
Bl Migrate 1any virtual machines.
28 Clone..
Temolate k
| Fault Tolerance ' Turn On Fault Tolerance ||
e
a0 PETTIGEICT.. LI+ F
Alarm + he
Report Performance... s
Rename
= [N
Open in New Window...  Ctrl+Alt+N oL
|
Remove from Inventory
Delete from Disk
.
A confirmation dialog box is displayed.
3. Click Yes to confirm the feature activation.
4. Use the Recent Tasks panel to ensure there are no configuration issues.
Recent Tasks
Name | Target | Status
@ Start Fault Tolerance Secondary VM ﬂ] Fortiweb-YM-5.50-buil d3004pt @ Compleaed
@ Turn On Fault Tolerance @ Fartiweb-vM-5.50-buil d3004-pt & Completed
The Inventory tree icons for VMs with FT are a different colour than VMs without FT.
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= (5 veenters.fiwbga.com
lig fwbdev
El [y fwbga
[ffj auto-testing
[ QA
[ stress
=l B vmtool-HA
[ 10.0.1.85
@ 10.0.1.86
@. Fortiweb-vM-5.50-build3004-1l
@. Fortiweb-VM-5.50-build3004-pt
@3 Fwb-VM-5.51-b3008-st

Configuring vRealize Orchestrator

VMware vRealize Orchestrator is a development and process-automation tool that provides a library of extensible
workflows. These workflows allow you to create and run automated, configurable processes to manage the
VMware vSphere infrastructure as well as other VMware and third-party technologies. Orchestrator exposes
vCenter Server API operations, which allows you to integrate them into your automated processes.

See the topics "Installing and Configuring VMware vRealize Orchestrator" and "Managing Workflows" in VMware
vRealize Orchestrator 6.0 Documentation.

For example, you can create a workflow that modifies an existing virtual machine, including shutting down the
guest operating system, renaming the machine, and modifying the memory. Go to the following location for more
information:

www.vmwarebits.com/content/create-your-first-vcenter-orchestrator-workflow

VM Tools

When you deploy FortiWeb-VM on VMware vSphere, VM Tools is installed with the virtual machine. VM Tools
allows FortiWeb-VM to work with native vSphere functionality, such as vSphere HA and Fault Tolerance and
guest system shutdown and restart.

However, because the version of VM Tools included with FortiWeb-VM is Open VM Tools, you cannot install or
upgrade the tools using the Install/Upgrade VMware Tools option from the toolbar or vCenter server. Instead,
updates are included with FortiWeb-VM updates.
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Deploying FortiWeb-VM on Citrix Xen

The diagram below overviews the process for installing FortiWeb-VM on Citrix XenServer, which is described in
the subsequent text.

Basic steps for installing FortiWeb-VM (Citrix XenServer)

Install Xen client on Deploy

' management computer ' FortiWeb-VM file
via Xen client

Set up Xen server

; Configure the
Configure port1 .
‘— virtual hardware &
for web Ul access ST En
Do you have
Yes 4— a purchased —> No
license?
Log in to web Ul using Continue with
a web browser and setup in
upload license file Administration Guide
FortiWeb-VM unlocked 15-day
and fully functional trial license
Lockout
Continue with
SELp I Do you have
Administration Guide Yes 4_ a purchased ’ No
license?
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Deploying the OVF file

Before you can configure FortiWeb-VM, you must first use Citrix XenCenter to convert the open virtualization
format (OVF) package to a format that can be used with Citrix XenServer, and to deploy the FortiWeb-VM. ovf

template package.

To deploy the virtual appliance

1. On your management computer, start Citrix XenCenter.

i
° XenCenter I l =& ﬂ
File View Pool Server WM Storage Templates Tools Window Help
Q Back - Forward :__f} Add Mew Server L'E Mew Pool MNew Storage MNew VM Shut Down Reboot () Suspend G System Alesty |
Views: ‘ Server View v| ° XenCenter

i p Home ._Sea!ch i_Tags i_Logs

i = % CEr——

3

Citrix XenServer

Industry leading, open source platform for cloud, server and desktop virtualization

. . S -,
= = i = |
TRY

LEARN ADD UPGRADE
about using a server XenServer Desktop
XenCenter Virtualization

Community Support Partners

« MNetwork with other XenServer users
» Wisit the Citrix Knowledge Center

« Learn more about partner offerings

2. Inthe pane on the left side, double-click the name of the XenServer. This will open an authentication dialog.
3. InServer, type the IP address or FQDN of the Citrix XenServer server.
In User name, type the name of your account on that server.

In Password, type the password for your account on that server.
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Click Connect.

o -
g Connect to Server I. 7 ﬁ]

Enter your username and password to connect to this server,

Server: 19216814

User login credentials

Uzer name;  root

Passwgrd; .................l

[ Connect [ Cancel

4. GotoFile > Import. Animport dialog will appear.

Deploying FortiWeb-VM on Citrix Xen

Wy Alternatively, if you stored your downloaded FortiWeb-VM image in a centralized
‘?' storage repository for images of new virtual machines, go to Templates > Create VM
|| From Selection. After the VM template is deployed to your XenServer, subsequent

steps such as adjusting allocated vCPUs are similar.

[ 9 XenCenter

| 1
File | View Pool Server WM Stol
| Import.,, |, Add N
Importf!’é%rch...

| ]
I3

Irnport Server List..,
Export Server List..,

Exit

=1 DVD drives
gl Local storage
% Rerowvable storage

A deployment wizard window appears.
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5. Click the Browse button to select the FortiWeb-VM.ovf template package, then click Next.

almport — — -y - - - - —
ﬂ Locate the file you want to import e I
Enter the pathname of an exported VM or template, an OVF/OVA package or a virtual hard disk image file or
. click Browse to find the file you want.
Location
Storage - -
Filename:  \WMs\FWB_XENSERVER.out.xenserver\image-xenserver-6\fortiweb-vm-xen.ovf | Browse...
Metwerking
Finish
2 L]
CiTRIX
< Previous MNext » ] I Cancel
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6. Confirm the XenServer where you want to deploy FortiWeb-VM, then click Next.

L= TlLl)  REISEIVEL VLG
€3 Import OVF/OVA Package e — - - — - .

=1

@ Select the location where the imported VM will be placed

f Import Source Choose the pool or standalone server where you want to place the VM(s). If required, you can also specify a
EULAs Home Server within the selected peol for each imported VM, :
m Import VM(s) to:  xenserver-vitigmdh -
Storage

Assign imported VM(s) to a home server:

Networki
arking VM Home Server
Security el RN SRR TS xenserver-vitigmdh e

05 Fixup Settings

Transfer VM Settings
Finish

| <Previous | | Net> || Cancel |

—

7. If you have multiple storage repositories, such as if you have an NFS or Windows (CIFS) share, select where
the vDisks will be physically stored, then click Next.
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| €3 1mport OVF/OVA Package

T Ll L AENISIMEI MRS

Deploying the OVF file

— W, ey ey W g — — -

7
! @ Select target storage e
Impaort Source Place the virtual disks in the YMs you are importing onto storage repositories (SRs) in the destination peol or
EULAs standalone server.
Location -
@ Place all imported virtual disks on this target 5R:
ocal storage on xenserver-vttigmdh, 450.4 GB available -
Networking Local storage on xenserver-vitigmdh, 450.4 GB availabl
Security () Place imported virtual disks onto specified target SRs:
05 Fixup Settings | WM - Virtual Disk Storage Repository
Transfer VM Settings
Finish Fortivweb-YM-5.0.3-build0057 - Hard disk 2 (30 GB} Local storage on xenserver-vttigmdh, 4504 GB availak
- A 4 '
CiTRIX

(<preons | [ Net> ) [CComes ]

8. Configure how each vNIC (virtual network adapter) in FortiWeb-VM will be mapped to each vNetwork on that

XenServer, then click Next.

FortiWeb-VM Install Guide
Fortinet Technologies Inc.

61



Deploying the OVF file

62

Deploying FortiWeb-VM on Citrix Xen

:'rﬂ TR B LR AL AL LLLLLL] o= 1= Rk AR bl
] €3 Import OVF/OVA Package - —— — R — . . b= e
; I
! @ Select network to connect VM o
L
L
§ Import Source Map the virtual network interfaces in the VMs you are importing to networks in the destination poel or
. standalone server, :
EULAs 1
Location Virtual network interfaces in imported VMs:
Storage VM - Virtual Metwork Interface Target Metwork
Fortiieb-VM-5.0.3-build0057 - Network adapter 1 (<autogenerated MAC>) -
Security Fortivieb-VIM-5.0.3-build0057 - Metwork adapter 1 (<autogenerated MAC>)| Network 0 -
S Fixup Settings Fortivieb-VIM-5.0.3-build0057 - Network adapter 1 (<autogenerated MAC=) | Metwork 0 -
Fortiveb-VIM-5.0.3-build0057 - Metwork adapter 1 (<autogenerated MAC=) | Network 0 -

Transfer VM Settings
Finish

CiTRIX'

[ <Previous | | Ned> || Cancel |

Alternatively, you can configure this after deployment but before startup. For details, see Mapping the virtual

NICs (VNICs) to physical NICs on page 76.

\,

on page 81.

If your FortiWeb-VM will be operating in transparent mode, you must configure the
network mappings to match. See Configuring the vNetwork for the transparent modes
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9. Click Next to skip OS fixup.

- . R
€ Import OVF/OVA Package —_———— —— - g— Lri—‘g:'

1
! @ Use Operating System Fixup to ensure hypervisor interoperability e I
L
L
] Import Source Operating System Fixup creates a basic level of interoperability for OVF packages and disk images that
EULA originated on non-XenServer platforms, for example, an OVF Package created from a VMware environment.
e It attempts to repair problems with imported VMs that might prevent the operating system of the VM from
Location boating.
Storage Operating System Fiup is supplied as a bootable IS0 image which is attached to the DVD drive of the
Networking imported VM and which performs necessary repairs to the VM when it is first started.
Security

@ Don't use Operating System Fixup

0S Fixup Settings Select this option if the VMs being imported were created on XenServer.

Transfer VM Settings N
() Use Operating System Fixup
Finish
Select this option if the VMs being imported were created on a hypervisor other than XenServer,
Location of O5 Fiup ISO: | [Choose an IS0 SR)
! L]
CiTRIX

| <Previous | | Nea> || Cancel |

—
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10. Configure temporary network settings that XenServer can use to download FortiWeb-VM, then click Next.

€3 Import OVF/OVA Package

— - e e B

@ Configure networking options for the Transfer VM

Import Source
EULAs

Location

Storage
MNetworking
Security

05 Fixup Settings

Transfer VM Settings

Finish

Select the network on which the temporary VM (Transfer YM) used to perform the import operation will run,

Network: | Metwork 0 (management)

Network Settings
@) Automatically obtain network settings using DHCP

() Use these network settings:

IP address:

Subnet mask:

Gateway:

<Previous | | Net> || Cancel
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11. Click Finish to send the FortiWeb-VM image and its VM settings to XenServer.

€ Import OVF/OVA Package

(=] it
———— - - - - & —_— .
==
@ Review the import settings e
C

Import Source All the necessary information has been collected and the wizard is ready to import using the settings shown
. below.
EULAs
Location Please review these settings and click Previous if you need to go back and make any changes, otherwise
click Finish to import and close this wizard, Import may take several minutes,
Storage
Networking Package name: fortiweb-vm-xen |+
Security Verify manifest content: Mo
05 Fixup Settings Verify digital signature: No
Transfer VM Settings Use OS Fixup: No
Storage: Local storage on xenserver-vitigmdh
Local storage on xenserver-vitigmdh
Metwork: Metwork 0 ||
MNetwork 0
Network 0

| < Previous | [ Finish | [ Cancel |

—

The client connects to the VM environment, and deploys the image to it. Time required depends on your
computer’s hardware speed and resource load, and also on the file size and speed of the network connection,
but might take 15 minutes to complete.
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Deploying FortiWeb-VM on Citrix Xen

File

€ sock -

View

° XenCenter *

Pecl

Forward

Server WM  Storage Templates Toels Windew Help

L—é Add New Server New Pool B Mew Storage ﬂ| Mew VM

Sus

@ Sht Down @ Reboot (| ) ¢

pend

Views: | Server View

*| [@ xenserver-vitigmdn

Users | Legs

p ‘ Search | General | M y |Sionge| P g | MICs (,trnnﬂel Performance

% [

@ Local storage
Q Removable storage

€ Information

X Errors A Alerts ] € Actions

Event Log

a System Aberis 8

Logged in as: Local root account

¢ Shutting down

MNov 1, 2013 11:03:27 AM

Detail:  Completed
Time:  00:00:07
=+ Import Appliance Nov 1, 2013 11:03:00 AM
Details:  Transferring virtual disk Hard disk 2 .. @|
Time:  00:02:32
Progress: | ;

(i) Connected to 192.168.1.4
Details:  Cennection to 19216814 successful.

MNov 1, 2013 10:49.27 AM

When complete, the deployment should appear in the list of deployed VMs for that XenServer, in the pane on

Transfernng virtual disk Hard disk 2 ...

the left side of XenCenter.

Continue with Configuring the virtual appliance’s virtual hardware settings on page 67.

»

Do not power on the virtual appliance until you:

« Resize the virtual disk (VMDK) (see Resizing the virtual disk (vDisk) on page 67)

« Set the number of vCPUs (see Configuring the number of virtual CPUs (vVCPUs) on
page 70)

« Set the vVRAM on the virtual appliance (Configuring the virtual RAM (VRAM) limit on
page 73)

« Map the virtual network adapter(s) (Mapping the virtual NICs (vNICs) to physical
NICs on page 76).

These settings cannot be configured inside FortiWeb-VM, and must be
configured in the VM environment. Some settings cannot be easily
reconfigured after you power on the virtual appliance.
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Configuring the virtual appliance’s virtual hardware settings

After installing FortiWeb-VM, log in to Citrix XenServer on the server and configure the virtual appliance’s
hardware settings to suit the size of your deployment. For sizing guidelines, contact your reseller or Fortinet
Technical Support.

For information on the limits of configurable values for FortiWeb-VM, see the FortiWeb Administration Guide.

Resizing the virtual disk (vDisk)

If you configure the virtual appliance’s storage repository to be internal (i.e. local, on its own vDisk), resize the
vDisk before powering on.

AL
‘?' This step is not applicable if the virtual appliance will use external network file system
(such as NFS) datastores.

The FortiWeb-VM package that you downloaded includes pre-sized VMDK (Virtual Machine Disk Format) files.
However, they are only 32 GB, which is not large enough for most deployments. Resize the vDisk before
powering on the virtual machine.

Before doing so, make sure that you understand the effects of your vDisk settings.

For example, if you have an 800 GB data store which has been formatted with 1 MB block size, you cannot size a
single vDisk greater than 256 GB on your FortiWeb-VM.

Consider also that, depending on the size of your organization’s network, you might require more or less storage
for your auto-learning data, anti-defacement backups, scan results, and reports.

To resize the vDisk

If you are resizing the disk for an existing deployment of FortiWeb-VM, back up the
logs and other non-configuration data before beginning this procedure. Formatting

the disk will delete all data on that disk. For backup instructions, see the
FortiWeb Administration Guide.

»

, While resizing the vDisk, the FortiWeb-VM must be powered off.
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1. On your management computer, start Citrix XenCenter.

Deploying FortiWeb-VM on Citrix Xen

Views: [Senr« View ’] (] xenCerllW

£ Home [search [ Tags | Logs |

=
€3 YenCenter l lﬂ‘ﬂ“
File Miew Pool Server WM  Storage Templates Tools Window Help
e Back - Forward = |_;é Add New Server MNew Pool New Stor MNew VM Shut Down Reboot

! ) suspend

o o LE——

E xenserver-vitigmdh
X

e
Nt

about using
XenCenter

Industry leading, open source platform for cloud, server and desktop virtualization

Citrix XenServer

ADD
a server

UPGRADE TRY

Desktop
Virtualization

Community Support Partners

« MNetwork with other XenServer users
» Wisit the Citrix Knowledge Center
« Learn more about partner offerings

In the pane on the left side, double-click the name of the XenServer. This will open an authentication dialog.

3. InServer, type the IP address or FQDN of the Citrix XenServer server.

In User name, type the name of your account on that server.

In Password, type the password for your account on that server.
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Click Connect.

-
Q Connect to Server

Enter your username and password to connect to this server,

Server: 19216814

User login credentials

Uzer name;  root

Passwgrd; .................l

[ Connect [ Cancel

Configuring the virtual appliance’s virtual hardware settings

4. Inthe pane on the left side, select the name of the FortiWeb-VM instance on that server.

The pane on the right side will change to show the settings for this specific virtual machine.

5. Inthe pane on the right side, click the Storage tab, then click the Properties button.

) |
| © Xencemer [ —y = ey
File View Pool Server VM Storage Templates Tools Window Help
e Back ~ () Forward + E Add Mew Server %l Mew Pocl @ Mew Storage El Mew YM @S&aﬁ &fy Reboct \_’ Suspend Q Satem Alrtx &

Logged in as: Local root account |

Views: [ Server View «|/[@ FortiWeb-VM on ‘xenserver-vttigmdh’

- il Click here to create a DVD drive
Q Lecal storage

Search D[ General | Memonf{ Storage Metworking | Console | Perfarmance | Snapshots | Logs
._-_-g)(m(.er!el
- S—

Q Remuovable storage Pesition MName Descriptien
Hard disk 1
1 Hard disk 2

Local storage on xenserver-vitigmdh 508 ME  No

Lecal sterage on xenserver-vitigmdh 30 GB

Read Only Pricrity Active De

0 (Lowest) No

0 [Lowest) No <un|

Add.. | [ AmachDisk. ||

Activate
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6. Adjust the maximum size of the vDisk, then click OK.

-
° 'Hard disk 1" Properties B S W e a—— —— m

g General -
Hard disk 1

Size and Location

—

% Custom Fields You can increase the size of your disk so more space is available for your VM, Reducing the size of your disk is not

<MNone> supported.
Size and Location

ire: 0584 = -
598 MB, Local storage on ... Size: =] GB
FortiWeb-VM Location: 'Local storage’ Il
Device 0, (Read / Write)

[ ok [ cance |

Configuring the number of virtual CPUs (vCPUs)

By default, the virtual appliance is configured to use 1 vCPU. Depending on the FortiWeb-VM license that you
purchased, you can allocate up to 1, 2, 4, or 8 vCPUs.

N : !, If you need to increase or decrease the vCPUs after the initial boot, power off
9 FortiWeb-VM, adjust the number of vCPUs, then see Updating the license for more
- vCPUs on page 155.

To change the number of vCPUs

»

While resizing the vCPU, the FortiWeb-VM must be powered off.
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1. On your management computer, start Citrix XenCenter.

=
€3 YenCenter l lﬂ‘ﬂ“
File Miew Pool Server WM  Storage Templates Tools Window Help
e Back - Forward = |_;é Add New Server MNew Pool MNew Storage Mew VM Shut Down Reboot \_5 Suspend Q Sgeiem Aoty ]
Views: [Senr« View ’] ° xenCerllW

£ Home [search [ Tags | Logs |

By < Vioncenter
X Citrix XenServer

Industry leading, open source platform for cloud, server and desktop virtualization

('f“-._ —
1‘ B 1 L
. b = o
\ | Ny
LEARN ADD UPGRADE TRY
about using a server XenServer Desktop

XenCenter Virtualization

Community Support Partners

« MNetwork with other XenServer users

» Wisit the Citrix Knowledge Center

« Learn more about partner offerings

In the pane on the left side, double-click the name of the XenServer. This will open an authentication dialog.
3. InServer, type the IP address or FQDN of the Citrix XenServer server.
In User name, type the name of your account on that server.

In Password, type the password for your account on that server.
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Click Connect.

o -
Q Connect to Server I. 7 ﬁj

Enter your username and password to connect to this server,

Server: 19216814

User login credentials

Uzer name;  root

Passwgrd; .................l

[ Connect [ Cancel

4. Inthe pane on the left side, select the name of the FortiWeb-VM instance.
The pane on the right side will change to show the settings for this specific virtual machine.
5. Inthe pane on the right side, click Properties.

The virtual appliance’s properties dialog appears.
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Configuring the virtual appliance’s virtual hardware settings

6. In Number of VCPUs, type the maximum number of vCPUs to allocate. Valid values range from 1 to 8.

’
o XenCenter

Lt

File View Pool Server VM Storage  Templates  Tools  Window  Help

=] = |
e Back - (q:" Forward - @ Add New Server MNew Pool @ MNew Storage E Mew VM @ Start 2 Reboot U Suspend aSys_tem Alerts: 6

Views: lSe:\rerView '] [[@ Fortiweb-VM-5.0.3-build0057 on 'xenserver-vttigmdh'

Logged in as: Local root account

= Q XenCenter
=] E xenserver-vitigmdh

@ Fortiweb-VM-5.0.3-build0057
DVD drives

al Properties

Search... 40 General | Memory | Storage | Networking | Consele | Performance | Snapshots | Logs

€3 'Fortiweb-VM-5.0.3-build0057' Properties

Expand all _ Collapse all
2=

|@

General

Fortiweb-YM-5.0.3-build00...
Custem Fields

]

2VCPU(s) Mumber of VCPUs: |2 =

Boot Options

Boot order, DVD-Drive, Har.. VCPU prierity for this virtual machine:

Start Options

]
HA is not available en stan... Lowest

Alerts
Mone defined
Home Senver
xenserver-vitigmdh

GPU
Mene

& B 8P & ©

Advanced Options
Optimize for general use

The number of VCPUs available to your VM can be adjusted, as well as the priority to assign to them over other
<None» VCPUs,

CPU

E.

Normal Highest

(v)

7. Click OK.

8. If you do not need to change the other resources, continue with Powering on the virtual appliance on page 86.
Otherwise continue with Configuring the virtual RAM (vVRAM) limit on page 73.

Configuring the virtual RAM (VRAM) limit

FortiWeb-VM comes pre-configured to use 4 GB of vRAM. You can change this value.

\,

It is possible to configure FortiWeb-VM to use less vVRAM, such as 2 GB. However, for
performance reasons, it is not recommended.
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To change the amount of vVRAM

) o

While resizing the vRAM, the FortiWeb-VM must be powered off.

1. On your management computer, start Citrix XenCenter.

° XenCenter i l == ﬁ
File View Pool Server WM  Storage Templates Tools Window Help
@ Back - Forward :J_A_é* Add New Server UE Mew Pool New Storage MNew VM Shut Down Reboot () Suspend Q Sgrten Moty ]

Views: ‘Servet View '| €) XenCenter

Citrix XenServer

Industry leading, open source platform for cloud, server and desktop virtualization

r \-_ L o ‘
= = =
| - ’ >
. L 5 5, - T
LEARN ADD UPGRADE TRY
about using a server XenServer Desktop
XenCenter Virtualization

Community Support Partners

« Network with other XenServer users

« Wisit the Citrix Knowledge Center

« Learn maore about partner offerings

2. Inthe pane on the left side, double-click the name of the XenServer. This will open an authentication dialog.
3. InServer, type the IP address or FQDN of the Citrix XenServer server.
In User name, type the name of your account on that server.

In Password, type the password for your account on that server.
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Click Connect.

o -
g Connect to Server I. 7 ﬁ]

Enter your username and password to connect to this server,

Server: 19216814

User login credentials

Uzer name;  root

Passwgrd; .................l

[ Connect [ Cancel

4. Inthe pane on the left side, select the name of the FortiWeb-VM instance on that server.
The pane on the right side will change to show the settings for this specific virtual machine.
5. Inthe pane on the right side, click the Memory tab, then click Edit.

The virtual appliance’s memory settings dialog appears.
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6. Adjust the maximum amount in gigabytes (GB) of the vRAM to allocate, then click OK.

- .
€) XenCenter n’ | SRICTE |
File View Pool Server VM  Storage Templates Tools Window Help
e Back - Forward ~ Add Mew Server New Pool 157 New Storage H New VM @ Start Reboot U Suspend aSys_tem Alerts: 6
Views: IServar View '] [[@ Fortiwebh-VM-5.0.3-build0057 on ‘xenserver-vitigmdh® Logged in as: Local root account |
Search... 00 General | Memory | Storage | Networking | Console | Perfformance | Snapshots | Logs
= 0 KenCenter S
= E xenserver-vitigmdh egion
@ Fortiweb-VM-5.0.3-build0057
=4 DVD drives [@ Fortiweb-VM-5.0.3-build0057
Eg Local storage
2
E= Removable storage
Memory 20 ME
'8 9
9 Memary Settings M
Set a fixed memeory for this VM, or set a memory range and allow the YM's memory allocation to

be adjusted automatically.

@) Set a fixed memory of 2048 1= | MB

2048 =—| MB

2048 =] MB

A A memory range cannot be set for this VM.

7. If you do not need to change the other resources, continue with Powering on the virtual appliance on page 86.
Otherwise continue with Mapping the virtual NICs (vNICs) to physical NICs on page 76.

Mapping the virtual NICs (VNICs) to physical NICs

Appropriate mappings of the FortiWeb-VM network adapter ports to the host computer’s physical ports depends
on your existing virtual environment.

Often, the default bridging vNICs work, and don’t need to be changed.

If you are unsure of your network mappings, try bridging first before non-default

W VvNIC modes such as NAT or host-only networks. The default bridging vNIC
b [ 4 . . s . .
9 mappings are appropriate where each of the host’s guest virtual machines should
|| have their own IP addresses on your network.

The most common exceptions to this rule are for VLANs and the transparent
modes. See Configuring the vNetwork for the transparent modes on page 40.
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When you deploy the FortiWeb-VM package, 4 bridging vNICs are created and automatically mapped to a port
group on 1 virtual switch (vSwitch) within the hypervisor. Each of those vNICs can be used by one of the 4 network
interfaces in FortiWeb-VM. (Alternatively, if you prefer, some or all of the network interfaces may be configured to
use the same vNIC.) vSwitches are themselves mapped to physical ports on the server.

You can change the mapping, or map other vNICs, if either your VM environment requires it or the FortiWeb-VM
will be operating in either true transparent proxy or transparent inspection mode. (For information on how to
choose the operation mode, see the setup instructions in the FortiWeb Administration Guide.)

The following table provides an example of how vNICs could be mapped to the physical network ports on a
server.

= L | R g
en1l?‘ ) N __External l*ii/ .
% CITRIX" | FortiWeb-VM
I g |'1_2
h:r—_ \ 'r.,.“.H M gmt ] po
- port1

Example: Network mapping for reverse proxy mode

Citrix XenServer FortiWeb-VM
Physical Network Mapping Virtual Network Adapter Network Interface Name
Network Adapter (vSwitch Port Group) for FortiWeb-VM in Web UI/CLI
eth0 Network O Management port1
External port2
eth1 Internal port3
Network 1 External port4

To map network adapters

1. On your management computer, start Citrix XenCenter.
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—
° XenCenter i =hD
File View Pool Server WM  Storage Templates Tools Window Help
e Back' ~ (L)) Forward - |% Add New Server New Pool New Storage MNew VM Ab) Shut Down Reboot } Suspend Q Sgelen Moty ]

Views: [Sewwh‘im v] 6 mm

X

Citrix XenServer

Industry leading, open source platform for cloud, server and desktop virtualization

[-/\_2 -/\\1
L e}
3 1‘ k. 9

| S

LEARN ADD UPGRADE TRY
about using a server XenServer Desktop
XenCenter Virtualization

Community Support Partners

« Network with other XenServer users
« Wisit the Citrix Knowledge Center
» Learn more about partner offerings

2. Inthe pane on the left side, double-click the name of the XenServer. This will open an authentication dialog.
3. In Server, type the IP address or FQDN of the Citrix XenServer server.

In User name, type the name of your account on that server.

In Password, type the password for your account on that server.

Click Connect.

T L2 [
9 Connect to Server

Enter your username and password to connect to this server.

Server: 19216814

User login credentials

User name:  root

Password: iiiii.....iiiiiiil

[ Connect [ Cancel
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4. Inthe pane on the right side, click the Networking tab, then click Add Network.
The hypervisor's networking dialog appears.

5. Inthe list of virtual hardware on the left side of the dialog, click the name of a virtual network adapter to see its
current settings.

- -
© xercener [E=E]
File View Pool Server VM  Storage Templates Tools Window Help
e Back = () Forward - @ Add Mew Server @ hew Pocl @ New Sterage New VM 0 ‘Shut Down Q agviem Alerta b &
. Logged in as: Local root sl:courﬂ.

Views: | Server View *| [@ xenserver-vitigmdh

Lecal storage
g 29

Q Removable storage Connected

£ Network 2 Client-side network  NMICO 2 No Connected - 1500
W Network 1 MICD 1 Me Connected - 1500
5 Network 3 Server-side network  NICO 3 Mo Connected - 1500

[mmg I Properties I Remaove

IP Address Configuration

' Server Interface MNetwork NIC IP Setup 1P Address Subnet mask Gates
xenserver-vitigmdh e Management Metwork 0 NICD DHCP 19216814 255.255.255.0
% [ m d ¥
<% Configure..

6. From the Network Connection drop-down menu, select the virtual network mapping for the virtual network
adapter.
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° KenCenter l E@u

File  View Pool Server VM Storage Templates Tools  Window  Help
@ Back - O Forward - @ Add New Server Mew Pool MNew Storage ﬁ Mew VM @ Start hg Reboot &Sys_tem Alerts: 6

T

Views: ’Senrel View '] [ FortiWeb-VM on ‘xenserver-vttigmdh’ Logged in as: Local root account

Search... o GeneralIMemowlStorage Networking | Console | Performance | Snapshots | Logs

HKenCent -
= €@ XenCenter - Virtual Network Interfe
= 5 xenserver-vitigmdh

[Py FortiWeb-VM

) DVD drives Networks

Local storage Device « MAC Limit Metwork IP Address Active

% Removable storage 0 chiafi60:02:3ceb Metwork 0 Unknown MNo
1 36:72:c3:72:08:13 Metwork 1 Unknown No
2 3eb2:65:8cd2:9c Metwork2  Unknown No

Metwork 0 Unknown

Add Interface... ] [ Plopeﬂis{y‘ [ Remove ]| | Activate

The correct mapping varies by your virtual environment’s network configuration. In the example illustration
below, the vNIC is mapped to the virtual network (vNetwork) named Network 3.
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Yk =0 Bl ar— el T ¥

g Virtual Intel

rface Pmperﬁes_ EE

Configuring the virtual appliance’s virtual hardware settings

You can also optionally define a QoS limit.

Select your network and MAC address for this virtual interface.

Metwork: | Metwork 3

)

MAC address:

(7 Auto-generate a MAC address

@ Use this MAC address:  laidbnd5:38:98:04d

Qob settings:
[T] Enable a QoS limit of: Kbytes/s

[ 0K ][ Cancel ]

e ————————

7. Click OK.

8. Continue with Powering on and shutting down the virtual appliance on page 45.

Configuring the vNetwork for the transparent modes

The default vNetwork configuration does not function with FortiWeb bridges (V-zones). You use bridges when
you deploy your FortiWeb-VM in either true transparent proxy or transparent inspection operation mode.

Use the following general configuration steps to support the transparent modes:

« Add 2 vSwitches or distributed vSwitches (dvSwitch) for the bridge: one for the web server side, and one for the

client side

Alternatively, add a single vSwitch that provides two different VLAN IDs. Use these IDs to create VLAN

subinterfaces to add to a bridge.

o Set both to promiscuous mode

« Set each vSwitch you add to promiscuous mode and map it to a network adapter (vNIC)

Similar to a deployment that does not use virtual machines, connections between clients and servers travel
through the two vSwitches (or two VLANSs) that comprise the bridge, with FortiWeb-VM in between them.
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To Clients Server-Side-vSwik

The following instructions assume your configuration uses 2 vSwitches.

To create a vSwitch

1. On your management computer, start Citrix XenCenter.

- -
o XenCenter ! C=RACl
File View Pool Server WM  Storage Templates Tools Window Help
@ Back = (_ Y Forward - % Add New Server Mew Poel Mew Storage New VM (&) Shut Down (#3 Reboot U Suspend Q Spstom Alesty ]

"] |© XenCenter

D] Home |Sﬂiﬁ|ITlgs ILngs |

Citrix XenServer

Industry leading, open source platform for cloud, server and desktop virtualization

7

LEARN ADD TRY
about using a server Desktop
XenCenter Virtualization

Community Support Partners

« Network with other XenServer users
= Wisit the Citrix Knowledge Center
» Learn more about partner offerings

2. Inthe pane on the left side, double-click the name of the XenServer. This will open an authentication dialog.
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3. InServer, type the IP address or FQDN of the Citrix XenServer server.
In User name, type the name of your account on that server.
In Password, type the password for your account on that server.

Click Connect.

| 0 Connect to Server I. ? ﬁ]

Enter your username and password to connect to this server,
Server: 192.168.1.4

User login credentials

User names  root

Passwﬂrd: .................l

’ Connect ’ Cancel

4. Inthe pane on the left side, select either the name of a XenServer pool, or (if your web servers are on the
same XenServer as FortiWeb-VM) a single XenServer.

vSwitches will allow communication between different Xen Servers in the same pool.
5. On the Configuration tab, click Networking.

A window appears where you can configure single server vSwitches or (if you selected a pool in the previous
step) distributed vSwitches.

FortiWeb-VM Install Guide
Fortinet Technologies Inc.

83



Configuring the virtual appliance’s virtual hardware settings Deploying FortiWeb-VM on Citrix Xen

84

9 XenCenter = | = =

File View Pool Server WM  Storage Templates Tools Window Help

g =l = o — e .
Oy - -
o MNew Network - xenserver-vitigmdh

Search f*_:'l.‘: Choose the type of network to create

=
!' Select Type Select the type of new network you would like to create:

External Network
@ Single-Server Private Network

Create a network that does not leave each XenServer host. !
This can be used as a private connection between VMs on the same host.

Bonded Network

Create a network that bonds together twe or more of your NICs.
This will create a single higher performing channel, {Iiet

citrIX

6. Depending on whether FortiWeb-VM will run transparently between clients and web servers on the same Xen
server, select either:

« Cross-Server Private Network — Select this option if your web servers are not hosted on the same Xen
server as your FortiWeb-VM, but are in the same resource pool.

This option is greyed out and unavailable if you have not yet installed Citrix’s Distributed Virtual Switch
Controller (Open vSwitch) or have software-defined networking (SDN) available. You must also add the
XenServer to the dvSwitch; enter this command on the CLI of each XenServer, then reboot it:

xe-switch-network-backend openvswitch

» Single Server Private Network — If your web servers are on the same Xen server as your FortiWeb-VM, you
can select this option.

7. Click Next.

8. Follow the wizard, providing a name suchas Client-Side-vSwitchl that identifies the port group.
9. Click Finish.
10. Repeat this procedure to create the other, server-side vSwitch.

11. Continue with To configure promiscuous mode for the new vSwitches.
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To configure promiscuous mode for the new vSwitches

1. Connect to the CLI of the XenServer where you are deploying FortiWeb-VM.

2. To show the UUID of the vNetwork enter the command:

xe pif-list network-name-label="Client-Side-vSwitchl"
where Client-Side-vSwitchl isthe name of a network as it appears in XenCenter.

3. Enter the command:

xe pif-param-set uuid="0" other-config:promiscuous="true"
where 0 is the UUID of the physical interface. If successful, the output of this command will verify that the
physical interface is now in promiscuous mode:

xe pif-param-list uuid="0"
4. To show the UUID of the virtual network interface, enter the command:

xe vif-list vm-name-label=fortiweb-vm
where fortiweb-vm is the name of the virtual machine as it appears in XenCenter.

5. Enterthe command:

xe vif-param-set uuid="0" other-config:promiscuous="true"
where 0 is the UUID of the virtual interface. If successful, the output of this command will verify that the
virtual interface is now in promiscuous mode:

xe vif-param-list uuid="0"
6. Unplug and re-connect the virtual network interface by entering these commands:

xe vif-unplug uuid="0"
xe vif-plug uuid="0"
7. Repeat this procedure to configure the mode of the other, server-side vSwitch.

8. Continue with To map a network adapter to the new vSwitches.

To map a network adapter to the new vSwitches

1. Inthe pane on the left side, click the name of the virtual appliance, such as FortiWeb-VM.
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-
° XenCenter I EM

File. View Pool Server VM Storage Templates Tools Window Help

e Back - ) Forward - @ Add New Server @ MNew Pool B Mew Storage El Mew YM @ Start (83 Reboot Qmﬂm Aleria b "
Logged inas: Local root account |

Views: [Stﬂ'el\‘iﬁ\' "@_ FortiWeb-VM on "xenserver-
Seorch Q g "

=] ° XenCenter

8 :
[Py Fortiweb-yM

e Bty Networks
Local storage . D!VICE - MAC leﬂ I;ktwmk -IP- A.d:i.less Agti\re
5 Removable storage A0 c6:af60:02:3ceb Network0  Unknown No
=%} 36:72:c3:72:08:13 Metwork 1 Unknown Ne
2 3e:62:65:9¢:d2:9¢ Metwork2  Unknown Mo
3 la:dind5:38:98:0d Metwork 0 Unknown

Add Interface.., || Properties Remove Activate
L

2. Onthe Networking tab, select a vNIC (Device), then click Properties.

A properties window appears.

Select the new vSwitch from the Network drop-down list.

Click OK.

Repeat this procedure with the other vSwitch for the bridge.

o o M w

Later, when configuring FortiWeb-VM, add port2 and port3, or whichever FortiWeb ports correspond to the
vSwitches you created in this procedure, to the bridge (V-zone).

Powering on the virtual appliance

Once the virtual appliance’s package has been deployed and its virtual hardware configured, you can power on

the virtual appliance.
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Powering on the virtual appliance

Do not power on the virtual appliance unless you have already mapped the
virtual network adapter(s) (Mapping the virtual NICs (VNICs) to physical NICs on
page 76). You may also want to:

« Resize disk (VMDK) (see Resizing the virtual disk (vDisk) on page 67)

ﬂ « Configure the number of CPUs (see Configuring the number of virtual CPUs (vVCPUs)
l on page 70)
« Set the RAM on virtual appliance (Configuring the virtual RAM (vVRAM) limit on page
73)

These settings cannot be configured inside FortiWeb-VM, and must be
configured in the virtual machine environment.

To power on FortiWeb-VM

1. On your management computer, start Citrix XenCenter.

Views: [SewerView '] € XenCenter

p Home | Search | Tags | Logs

€3 XenCenter 3 li‘ﬂléj
File View Pool Server VM Storage Templates Tools Window Help
Q Back + Q) Forward [ Add New Server | BT New Pool 51 New Storage (] New VM Shut Down (43 Reboot (([}) Suspend Q System Alerts: 1

o A ==

N S xenserver-vttigmdh
B

Citrix XenServer

Industry leading, open source platform for cloud, server and desktop virtualization

=1
J &w
LEARN ADD UPGRADE TRY
about using a server XenServer Desktop
XenCenter Virtualization

Community Support Partners

= Network with other XenServer users
= Visit the Citrix Knowledge Center

= Learn more about partner offerings

2. Inthe pane on the left side, double-click the name of the XenServer. This will open an authentication dialog.

3. In Server, type the IP address or FQDN of the Citrix XenServer server.

In User name, type the name of your account on that server.

In Password, type the password for your account on that server.
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Click Connect.

-
Q Connect to Server m

Enter your username and password to connect to this server,

Server: 192.168.1.4 - |

User login credentials

Uzer name;  root

Passwgrd; .................l

[ Connect [ Cancel

4. Inthe pane on the left side, click the name of the virtual appliance, such as FortiWeb-VM.

w— L
° XenCenter m‘ |Ml

File View Pool Server VM  Storage Templates Tools Window Help

e Back - Q Forward ~ @ Add New Server New Pool Q New Storage E‘ New VM ‘ @ Start" :: Reboot u Suspend &Sy;tem Alerts: 6

Views: [Sewerview 'J [[@ FortiWeb-VM on ‘xenserver-vttigmdh' Logged in as: Local root account ‘

Search... oO| General | M y | Storage | Networking | Console | P e | Snapshots | Logs
€3 XenCenter - .
o B S Virtual Disks
B EEE

Local storage

Click here to create a DVD drive

£ Removable storage Position Name Description SR Size Read Only Priority Active De
Hard disk 1 Local storage on xenserver-vitigmdh 598 MB  No 0 (Lowest) Ne
1 Hard disk 2 Local storage on xenserver-vitigmdh 30 GB No 0 (Lowest) Neo <un|
< | m | o
[ Add. | [ AttachDisk.. ||| Activate Move.. | [ Propetties ||[ Delte | [ Detach

5. Click Start.
6. Continue with Configuring access to FortiWeb’s web Ul & CLI on page 143.
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Deploying FortiWeb-VM on Xen Project

FortiWeb-VM is deployed as a fully virtualized domU virtual machine.

To deploy FortiWeb-VM on a open source Xen Project hypervisor/XAPI cloud, you can use either the dom0 virtual
machine’s:

« command line or
o desktop environment, such as GNOME or KDE

Once FortiWeb-VM is deployed, however, either your Xen server itself or your management computer must have
a desktop environment. (sudo xm console <domain int> usingan aliasto /dev/pty does not succeed.
Instead, VNC is required to connect to FortiWeb-VM’s virtual local console in Configuring access to FortiWeb’s
web Ul & CLI on page 143.)

Bridging to one of the Xen server’s physical network interfaces

If you have not yet installed the network bridge utilities required by Xen in order to bridge virtual machines’ vNICs
to the hypervisor’'s network connection, you must do that by installing the bridge network utilities and then editing
the network interface configuration.

sudo apt-get install bridge-utils
sudo nano /etc/network/interfaces

When editing the network interface configuration, usually you should bind the bridge (in the vi f example in
Deploying via Virtual Machine Manager on page 92 or Deploying via dom0 command line on page 102, the bridge
is xenbr0) to one of your network interfaces (e.g. eth0)in /etc/network/interfaces. Depending on the
number of physical interfaces on the server and how you will map them to vNetworks, you may need to create
multiple bridges.

The following table provides an example of how vNICs could be mapped to the physical network ports on a server
with two physical NICs for a FortiWeb operating in reverse proxy mode.

To Clients
To Other Servers
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Example: Network mapping for reverse proxy mode

Xen Project FortiWeb-VM
zzz’:’ﬁil Network Mapping Virtual Network Adapter Network Interface
(vSwitch Port Group) for FortiWeb-VM Name in Web UI/CLI

Adapter
eth0 xenbr0 Management port1

External port2
eth1 Internal port3

External port4

Below is a configuration example assuming the server has only one physical NIC, eth0:

auto lo
iface lo inet loopback

auto ethO
iface eth0O inet manual

auto xenbr0

iface xenbr0O inet static

address 192.0.2.10

netmask 255.255.255.0

gateway 192.0.2.1
#Enable line below for vSwitch with FortiWeb transparent mode
#allow-hotplug xenbr0

Configuring the vNetwork for the transparent modes

A simple Xen bridge configuration does not function with FortiWeb bridges (V-zones), which will be used if you
deploy your FortiWeb-VM in either true transparent proxy or transparent inspection operation mode.

\{ For information on how to choose the operation mode, see the setup instructions in

the FortiWeb Administration Guide.

Use the following general configuration steps to support the transparent modes:

« To create the bridge, use one of the following to create two FortiWeb ports: one for the web server side and one for
the client side:
« 2 vSwitches or distributed vSwitches (dvSwitch)
« 1 vSwitch that has 2 port groups with different VLAN IDs
« Set each vSwitch that you add to promiscuous mode and map each port group to a network adapter (vNIC) in the
VNIC configuration (see Deploying via Virtual Machine Manager on page 92 or Deploying via dom0 command line
on page 102)
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Similar to a deployment that does not use virtual machines, connections between clients and servers are piped
through two port groups (on two vSwitches or a single vSwitch) that comprise the bridge, with FortiWeb-VM in
between them.

To Servers
To Clients xenbr2

For instructions on how to create distributed vSwitches, see:

http://wiki.xen.org/wiki/Xen_Networking#Open_vSwitch

Creating the VM instance’s logical volume

You must create the logical volume that FortiWWeb-VM will use to store its vDisks. In this case, the logical volume
is on the Xen server’s local disk, but usually it is preferable to store it on an NFS or CIFS share.

To create a local logical volume

1. Connect to the command line in dom0 on the Xen server where you will deploy FortiWeb-VM (for example, via
an SSH client such as PuTTY).

2. Find the name of your dom0 logical volume group. (Volume group is highlighted below in bold).

xenuser@LabXen:~$ sudo pvs

[sudo] password for xenuser:

PV VG Fmt Attr PSize PFree

/dev/sda5 LabXen-vg lvm2 a- 698.39g 673.45g

3. Create alogical volume. In this case, the logical volume is on the Xen server’s local disk, but you could store it
on an NFS or CIFS share.

sudo lvcreate -L 100G -n fortiweb-vm /dev/LabXen-vg

where you would replace:

e 100G — The amount of disk space to allocate to FortiWeb-VM’s vDisk in gigabytes.

« fortiweb-vm— The name of your virtual machine, as it appears in Virtual Machine Manager or when you
use the xm command to create the virtual machine.

e LabXen-vg— The name of your dom0 volume group according to the output of the sudo pvs command.
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Deploying via Virtual Machine Manager

92

If you have not yet installed a graphical centralized management tool for Xen on your management computer,
begin by installing it. Multiple clients exist for managing Xen Project servers. In these instructions, we use Virtual
Machine Manager.

On Debian-related Linux distributions, to install Virtual Machine Manager, open a terminal and enter:

sudo apt-get install virt-manager

On Red Hat-related Linux distributions, the command is :

sudo yum virt-manager
This centralized manager includes a Xen client for connecting to a remote Xen Project hypervisor to deploy
FortiWeb-VM. It also includes a built-in VNC client that you will need later in order to connect to FortiWeb-VM’s

local console and configure its network connection. When the download and installation is complete, if you are
not already logged into your desktop environment (GNOME, KDE, xfce, etc.), start X Windows and log in.

To enable Virtual Machine Manager to connect to your Xen server, you must also modify the server’s
configuration file (usually /etc/xen/xend-config. sxp). Un-comment these lines (remove the hash ( # )
from the beginning) and change ‘no’ to ‘yes’:

(xend-unix-server yes)

(xend-unix-path /var/lib/xend/xend-socket)

To deploy the VM image using Virtual Machine Manager

1. On your management computer, open a terminal application and enter the command to extract the package
to a folder, then start Virtual Machine Manager:

unzip FWB XENOPEN-v500-build-0057-FORTINET.out.xenopensource.zip
sudo virtu-manager

The application will open in your desktop environment, so its appearance may vary slightly.

2. GotoFile > Add Connection and connect to the Xen server where you will deploy the VM.
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3. Click the Name icon to open the wizard for a new virtual machine.

File Edit View Help

| T

el dayn

| ] 1
Create a new virtual machine|

* | CPU usage

localhost (QEMLU

+ localhost (xen)

xen2033
— Shutoff
xenopen-b0541
Running

4. In Name, type a unique descriptive name for this instance of FortiWeb-VM as it will appear in Virtual Machine
Manager’s inventory, such as FortiWeb-VM. If you will deploy multiple instances of this file, consider a
naming scheme that will make each VM’s purpose or IP address easy to remember. (This name will not be
used as the host name, nor will it appear within the FortiWeb-VM web Ul.) Select Import existing disk
image, then click Forward.
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= Nfﬂh- ” E  ——— k|

| m Create a new wirtual machine

Enter your virtual machine details

MNarme: IFortiWeb-UM I

Connection: localhost (xen) [vl

Warning: KM is not available. This may mean the KvM

A package is not installed, or the KM kernel modules
are not loaded. Your virtual machines may perform
poorly.

Choose how you would like to install the operating system

(O Local install media (ISO image or CDROM)
O Network Install (HTTP, FTP, or NFS)

() Metwork Boot [PXE)

(®) Import existing disk image

&gancel |

ke ")

5. Click Browse and locate the bootdisk. img file. In OS type, select Linux, then in Version, expand the list
to show all distributions, then select Generic 2.6.x kernel, and click Forward.
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rﬂ Mew VM h‘

m Create a new virtual machine

Provide the existing storage path:

Ifh0mefluliar1ngWBIED33fimage-xennpen-ﬁﬁlibnnt.disl-c | B[Dwse...l

Choose an operating system type and version

OS type: Linux

Wersion: Generic 2.6.x kernel

Egancel | <= Back & Forward

— |

b

6. Adjust the vVRAM and vCPU settings to be appropriate for your deployment. Fortinet recommends a minimum
of 2048 MB vRAM and 1 vCPU. Valid vCPU values range from 1 to 8, depending on your FortiWeb-VM

license. Click Forward.
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W New VM

m Create a new wirtual machine

Mermory (RAM):

CPUs;

Choose Memory and CPU settings

4096 E ME

—f

LUp to 4 available

&gancel |

Up to 16255 MB available on the host

& Back

Deploying FortiWeb-VM on Xen Project

| . Forward |

ke,

")

7. Mark the Customize configuration before install check box. Also click to expand Advanced options,
then click the drop-down menu to change NAT to Specify shared device name and in Bridge name, enter
the name of the Xen bridge (e.g. xenbr0). For more information on network mappings, see Mapping the
virtual NICs (VNICs) to physical NICs. Virt Type should be xen (fullvirt). Click Finish.
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"¥@ New VM _ XN

m Create a new wvirtual machine

Ready to begin installation of Fortiweb-vM
05: Generic 2.6.x kernel
Install: Import existing 0OS image
Mermory: 4096 MB
CPUs: 2
Storage: 2.0 GB /home/luliang/FWE/2033/image-xenopen-64/boot. disk

Customize configuration before install

= Advanced options

Host device etho (Bridge 'xenbro') [vl

Set a fixed MAC address

00:16:3e:bs:d1:2f

Wirt Type: Exen (fullvirt) vl

Architecture: xB86_64 [v

Firmware: Default [v

ﬁgancell 4 Back | wfinish |

S 4

A new dialog will appear where you can add the other vDisk and vNICs.

8. Inthe menu on the left, select the virtual disk. In Advanced options, configure boot . disk to be a virtual
disk (raw). Then click the Add Hardware button and select Create a disk image on the computer's hard
drive. For Storage format, select raw.
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¥ FortiWeb-VM Virtual Machine

Deploying FortiWeb-VM on Xen Project

Q&? Begin Installation %Cancel

e v

ﬁ Processor

= Memory

Boot Options

' @

Disk 1

,
-]

NIC :b6:d1:2f
Input

Display WNC
Sound: default

Consaole

"I X 1.

Wideo Default

===

® Storage

% Metwork
@ Input
|§| Graphics
m Sound
=4 serial
=4 Pparallel
=4 channel

USB Host Device

&7 PCIHost Device

[ video

m Watchdog

Filesystem

=5 Smartcard

@ USE Redirection

Please indicate how you would like to assign space
on the host system for your virtual storage device.

| 20l0 E[ GB

(® Create a disk image on the computer's hard drive l

1776.5 Gb available in the default location
Allocate entire disk now 0

(O select managed or other existing storage

Elromse...ll

Device type:

1 1DE disk [vl

Cache mode:

default [vl

Storage format: I

Bl

&gancel | wfinish |

+Agd Hardware
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w FortiWeb-VM Virtual Machine “2 _ni
Qj’? Begin Installation x Cancel
g Overview Virtual Disk
i} Processor Target device: IDE Disk 1
== Memory Source path: jvarflibflibvirt/images/Fortiweb-vM.img
& . Storage size: 30.00 GB
@“’ Boot Options
= Readonly: []
-1 Disk1
Shareable: []
@& |DE Disk 1
= = Advanced options
NIC :b6:d1:2f
- Disk bus: Xen [v
() Input _—
_ Serial number:
|§| Display VNC - I
Storage format: Iraw vl
ﬁ Sound: default g -
b Performance options
== Console
[ video Default 9 Tip: 'source' refers to information seen from the host 05,
while 'target' refers to information seen from the guest 05
+Agd Hardware == Remove | &gancel | Qf;?ﬂPP'Y |

e

9. Inthe menu on the left, click Add Hardware and add another virtual network adapter that is bound to the
bridge. (If the server has more than one physical network adapter, depending on your network topology, you
may want to bind these vNICs to different bridges. If you will be deploying FortiWweb-VM in transparent mode
and have a vSwitch controller, you must also configure that. See Mapping the virtual NICs (VNICs) to physical
NICs on page 76 and Configuring the vNetwork for the transparent modes on page 81.)

FortiWeb-VM Install Guide 99
Fortinet Technologies Inc.



Deploying via Virtual Machine Manager

100

Deploying FortiWeb-VM on Xen Project

Repeat this step again until you have 4 vNICs, then click Apply.

¥ FortiWeb-VM Virtual Machine

N .

Qﬁ Begin Installation &Cancel

-
¥ Add New Virtual Hardware

==

@ Overview
=

i:} Processor m

= Memory
@3} Boot Option
Disk 1

& IDE Disk 1
NIC :b6:d1:2
i) Input

@ Display VNC

mF Sound: defa

&= Console
@ Wideo Defau

=

I EEYeeY 1 |

Storage

Input

Graphics
Sound

Serial

Parallel
Channel

USB Host Device
PCl Host Device
Wideo
Watchdog
Filesystem
Smartcard

USE Redirection

Please indicate how you'd like to connect your
new virtual network device to the host netwaork.

MAC address: IOO:lG:Se:S?:43:ad

Device model: §elﬂm} [vl

ﬁgance

Host device: Host device etho (Bridge 'xenbro') [v

| | ﬂEinish |

+ Add Hardware

e —————————————————————————————————

& cancel

== Bermove

</ Apply |
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Deploying via Virtual Machine Manager

10. Click Begin Installation to send the FortiWeb-VM image and its VM settings to the Xen server.

¥ Fortieb-VM Virtual Machine

S

% Cancel

<// Begin Installation

g Owverview
=x

ﬁ Frocessor

Virtual Network Interface

Source device: Host device etho (Bridge 'xenbro')

b

== Memory

Device medel: 1000 v

;é‘o Boot Options
[E] xenpisk1
[E] xenpisk2
NIC :b6:d1:2f
) Input

L!_—_I Display WNC
@F Sound: default

Console

MAC address: 00:16:3e:87:43:ad

=
L!:I Video Default

#Agd Hardware

m== Bemove

ancel ‘ &g&pply ‘

[ =

The client connects to the VM environment, and deploys the image to it. Time required depends on your
computer’s hardware speed and resource load, and also on the file size and speed of the network connection,

but might take 15 minutes to complete.

When complete, the deployment should appear in the list of deployed VMs for that Xen server, in the pane on

the left side of Virtual Machine Manager.
11. To power on the VM, click the Play button.
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¥ Virtual Machine Manager

Deploying FortiWeb-VM on Xen Project

File Edit Wiew Help

L =0

[ ew

Il

©

Open Fun Pause Shutdown

-

Mame

CPU usage

localhost (QEMLU)

= localhost (xen)

FortiwWeb-VM

Rurning

| xenz033
Shutoff
Running

|

|

xenopen-b0541

12. Continue with Configuring access to FortiWeb’s web Ul & CLI on page 143.

Deploying via dom0 command line
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Connect to the command line of your dom0 guest. For example, you may be able to use PuTTY to make an SSH
connection to the Xen server’s IP address, or you may use a local GNOME Terminal application.
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/image-xenopen—64# |5

(vcr=sion 1.7.4-20140219_1227160-—roscapple)
Machine UUID 99539128-eee8—ddca—F9a71—e969b36a=Z137

IPrESi F12Z for boot menu.

Booting from Hard Disk. . .

SYSLIHUX 6 .03 EDD Copyright (C2 1994—-2014 H. Peter Anvin et al
Loading vmlinu=... ok
Loading ~rootfs.g=.. .ok

System is started???

Fortilleb login:

Next, unpack the file that you downloaded from Fortinet, and open the configuration file in a plain text editor such
as nano.

unzip FWB XENOPEN-v500-build-0057-FORTINET.out.xenopensource.zip
cd FWB_XENOPEN-v500-build-0057-FORTINET.out.xenopensource/
nano fortiweb.hvm

Then edit these linesin fortiweb-vm-64.hvm:

memory = 4096
vcpus = 2

vif = [ ‘type=netfront, bridge=xenbr0’, ‘type=netfront, bridge=xenbr(0’, ‘type=netfront,
bridge=xenbr0’, ‘type=netfront, bridge=xenbr0’, ]
disk = ["format=raw, vdev=xvda, access=rw, target=boot.disk", 'format=qcow2, vdev=xvdb,

access=rw, target=log.gcow2']

If Fortiweb-VM will be running in transparent mode, the vNIC (vi £) must be
configured differently to include vSwitches and vNICs in promiscuous mode. For

ﬂ instructions, see:

, http://wiki.xen.org/wiki/Xen_Networking#Open_vSwitch

For more information on network mappings, see Example: Network mapping for
reverse proxy mode on page 90.

Alternatively to locally stored disk images, you can reference an NFS or CIFS share:

#Mount point on the server’s local file system
root = "/dev/nfs"

nfs server = '192.0.2.100"'

#Root directory on the NFS server

nfs root = '/path/to/directory’
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Configure virtual hardware settings to allocate appropriate resources for the size of your deployment before
powering on the virtual appliance. For details, see the documentation for the open source Xen Hypervisor.

Change the value if necessary to allocate enough vCPUs for the size of your deployment. Valid vCPU values
range from 1 to 8, depending on your FortiWeb-VM license.

Similarly, FortiWweb-VM for Xen Project comes pre-configured to use 4 GB of VRAM (memory). However, this is
not enough for most deployments. Change this value to be appropriate for your deployment. The valid range is
from 4 GB to 16 GB.

If you configure the virtual appliance’s storage to be internal (that is, local, on its own vDisk), resize the vDisk
before powering on. The FortiWeb-VM package that you downloaded includes pre-sized VMDK (Virtual Machine
Disk Format) files. However, they are only 32 GB, which is not large enough for most deployments. Resize the
vDisk before powering on the virtual machine.

ﬂ This step is not applicable if the virtual appliance will use external network
, file system (such as NFS or CIFS) datastores.

Depending on your Xen dom0 platform, you may also need to reconfigure fortiweb-vm-64 . hvm with the path
to your hvmloader. For example, this may be correct for CentOS or Red Hat Linux:

kernel = "/usr/lib/xen/boot/hvmloader

but this is required by Ubuntu 12.0.4 LTS:

kernel = "/usr/lib/xen-4.1/boot/hvmloader

Apply the changes by rebooting or restarting networking. (In some cases rebooting is required: sudo
/etc/init.d/networking restart may not delete yourold IP address from eth0 and therefore not
correctly bring up all interfaces.)

Run these commands to deploy the VM, power it on, and show its Xen domain ID number (highlighted below in
bold):

xenuser@LabXen:/$ sudo xm create fortiweb.hvm
xenuser@LabXen:/$ sudo xm list

Name ID Mem VCPUs State Time (s)

Domain-0 0 5877 4 r———-—- 1556.9

fortiweb-vm 2 2048 2 -b---- 126.8

If your dom0 is Ubuntu 12.04 and/or when creating the VM, you receive this error:

Error: Domain ‘fortiweb-xen’ does not exist.

ﬂ andif /var/log/xen/gemu-dm-fortiweb-xen.log contains thisline:

’ Could not read keymap file: ‘/usr/share/gemu/keymaps/en-us’

then the key mapping is not in its expected location. Enter this line:

sudo 1ln -s /usr/share/gemu-linaro /usr/share/gemu

then retry the command to create FortiWeb-VM.
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Since VNC listening port numbers are dynamically allocated to guest VMs, use the domain ID number in the
output from the previous command to run this command to show the current VNC listening port number and IP
address for FortiWeb-VM:

xenuser@LabXen:/$ sudo xenstore-ls /local/domain/2/console

port = "4"
limit = "1048576"
type = "ioemu"

vnc-port = "5900"
vnc-listen = "127.0.0.1"
tty = "/dev/pts/5"

Finally, on your management computer, install and start a VNC viewer and connect to the Xen server's IP address
and listening port number for VNC. (In the images below, the VNC viewer is installed in dom0 on the Xen server
that is hosting FortiWeb-VM, so the VNC viewer connects to 127.0.0.1. If connecting from your management
computer, replace this with the IP address of your Xen server.) For example, on a Debian or Ubuntu Linux
management computer, you could use these commands:

sudo apt-get install remmina

remmina
ﬂ You must run this command from a terminal with an X Windows environment such as
, GNOME Terminal in order for it to be able to open the VNC viewer window.
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ﬂ;@[ o Remote Desktop Preference

Name Profile

'—| i §

Tvmcond  name ( )
Group v
Protocol ﬂ@ VNC - Virtual Network Computing v D

@Basic @Advanced| “.ssH

(@ Enable SSH tunnel) | Tunnel via loopback address
SSH Server

@® sSame server at port 22

) Custom

Characterset | ASCII v

Total 1 item.

SSH Authentication

User name Xenuser

@® Password

) Public key (automatic)

) Identity file  (None)

| Default | | Save || Cancel || Connecq}|
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<R
Name Profile ,
vM E°“+ Name | VM Console !
Group v
Protocol (@ VNC - Virtual Network Computing v |
@-advanced ©.SSH
(Ser\.rer l v
Repeater
User name
Password
Total 1item. Color depth | 256 colors v

Quality Medium

(@ Show remote cursor) | Viewonly

| Disable clipboard sync | Disable encryption

| Disable server input

| Default | | Save || Cancel |
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< 4B L0 X

Name » Group | Server
39 VM Console 127.0.0.1:5900

Authenticating xenuser's password to SSH server 127.0.0.1...

-~ |

Save SSH password

B (  SSHpassword

| Cancel || OK %|

Total 2 items.

Continue with Configuring access to FortiWeb’s web Ul & CLI on page 143.
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Deploying FortiWeb-VM on Hyper-V

You deploy FortiWeb-VM on Hyper-V by importing a virtual machine.

These instructions create a virtual switch named vmnet. The FortiWeb-VM virtual machine you import uses a
virtual switch with this name by default.

Alternatively, you can use an existing virtual switch or one with different name. You are prompted to select the
switch you want to use when you import the virtual machine.

Import the FortiWeb-VM virtual machine

To import the FortiWeb-VM virtual machine

1. Inthe Hyper-V Manager, under Actions, click Virtual Switch Manager.

EE} Hyper-V Manager - o[
File Action View Help
e 2= B
33 Hyper-V Manager Actions
33 WIND2012 Virtual Machines
i WIND2012 .
leame State CPU... Assigned .. New N
g 505 Off
é 2 of Lz Import Virtual Machine...
3 fmgvm Off | Hyper-V Settings...
% FortiGate-VMB4-HV Running 0% 1024 MB =¥ Virtual Switch Manager... )
= wind Off -
a, Virtual SAN Manager...
¢/ Edit Disk..
< m LE'-J Inspect Disk...
‘i' Stop Service
Snapshots . =
/< Remove Server
The selected vitual machine has no snapshots. (U Refresh
View »
ﬂ Help
. FortiGate-VM64-HV -
FortiGate-VM64-HV -
=3 Connect..
Created: 5/5/2014 12:20:45 P Clustered: No 54 Settings..
Notes:  None Heartbeat: Unavailable | (8) Turn Off..
@ ShutDown..
© save
[l Pause
Summary ‘Memory | Networking | Replication
[P Reset
< m - v

2. Under Virtual Switches, click New virtual network switch, click External, and then click Create Virtual

Switch.
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w Vianll

# oty ha
Private virtual switch

# oty vian3o
[+ }, dummy
Private virtual switch
# oty vlan20
# oty vian4o

# Global Network Settings

A Create virtual switch

r_f ; Mew virtual network switch

Broadcom ECM5708C NetXtreme II...

Intel(R) PRO/1000 PT Dual Port Se...

Broadcom BCM5708C MetXtreme IL...

Intel(R) PRO/1000 PT Dual Port Se...

[ MAC Address Range

00-15-5D-29-09-00 to 00-15-5D-2...

G Create Virtual Switch D

Creates a virtual switch that binds to the physical network adapter so that virtual
machines can access a physical network.

Cancel | I Apply

Under Virtual Switch Properties, for Name, enter vmnet.
For all other settings, use the default values.

Click OK.

Extract the . zip archive’s contents to a folder that you can access from the Hyper-V Manager.
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6. In Hyper-V Manager, under Actions, click Import Virtual Machine.

IFiIe Action View Help I

Import the FortiWeb-VM virtual machine

LR

3 Hyper-V Manager
[§a winp2012

Virtual Machines

Name -

CPU... Assigned ..

Import Virtual Machine...

i a Off

i fmgvm Off

ﬁ FortiGate-VME4-HV Running 0% 1024 MB
3 wing off

< m

Snapshots

The selected vitual machine has no snapshots.

FortiGate-VM64-HV

Created: 5/5/2014 12:20:46 PM
Notes:  MNone

Clustered: No
Heartbeat: Unavailable

Summary | Memory I Networking I Replication |

< [

| Hyper-V Settings...
g.: Virtual Switch Manager...
ﬂ.]. Virtual SAN Manager...
Edit Disk...
Inspect Disk...

Remove Server
Refresh
View »

]
&
(W) Stop Service
x
Q
7

Help
| FortiGate-VM64-HV  ~
= Connect...
24 Seftings..
(®) Tumn Off...
o Shut Down...
© save

Il Pause

IP Reset

= e

7. Inthe Import Virtual Machine wizard, navigate to the Locate Folder page.

8. ForFolder, specify the folder that contains the contents of the .zip file, and then click Next.

9. Onthe Select Virtual Machine page, select the name of the FortiWeb-VM virtual machine, and then click

Next.
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Import Virtual Machine -

ﬂ | Select Virtual Machine

Before You Begin Select the virtual machine to import:
Locate Folder

Y

Mame Date Created

Select Virtual Machine FV-HYV-5.21-FW-build0317-140613 6/13/2014 1:22:34 PM

Choose Import Type

Summary

< Previous H Mext > |

10. On the Choose Import Type page, select Copy the virtual machine (create a new unique ID), and then
click Next.

11. On the Choose Folders for Virtual Machine Files page, preserve the default values or specify the folders
where you want to store the virtual machine. Then, click Next.

12. On the Locate Virtual Hard Disks page, for Location, specify the folder where you extracted the contents
ofthe .zip file, and then click Next.

13. On the Choose Storage Folders to Store Virtual Hard Disks page, preserve the default value or specify
a different folder. Then, click Next.

14. On the Completing Import Wizard page, review the settings, and then click Finish.

Resizing the virtual disk

The virtual disk size of the imported FortiWeb-VM virtual machine is 30G (the default size for a Hyper-V virtual
machine).
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If you are resizing the disk for an existing deployment of FortiWeb-VM, back up the
logs and other non-configuration data before beginning this procedure. Formatting
the disk deletes all data on that disk. For backup instructions, see the FortiWeb

Administration Guide.

I" You shut down the FortiWeb-VM to resize the vDisk.

To increase the size of the virtual hard disk
1. Shut down the FortiWeb-VM virtual machine (Actions > Shut Down).
2. Select the FortiWeb-VM virtual machine in the list of machines, and then, under Actions, click Settings.

3. Under Hardware, expand the IDE Controller item that contains the machine’s hard drives, and then select the
hard drive data.vhd.
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| FV-HYV-5.21-FW-build0317-140613

Deploying FortiWeb-VM on Hyper-V

4G

X Hardware

Ll

"r'ﬂ_ Add Hardware
1% BIOS
Boot from IDE
W Memory
2043 MB
=] Processor
2 Virtual processors
(= I IDE Controller 0

[# (& Hard Drive
boot ubd

T enTCerroner

B & Hard Drive
data.vhd

® [ Adaptor
vmnet
# [ adaptor
vmnet
® [ Adaptor
vmnet
[# @ Adaptor
vmnet

" com1

Mone

" com2

= Hard Drive

You can change how this virtual hard disk is attached to the virtual machine. If an
operating system is installed on this disk, changing the attachment might prevent the
virtual machine from starting.

Controller:
IDE Controller 0

Location:
v | | 1 (in use)

Media

You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
by editing the assodated file. Specify the full path to the file.

(®) virtual hard disk:
|D:‘\vrnV1rd\daia.vhd |

| New || Edit || Inspect || Browse... |

(O Physical hard disk:
0 If the physical hard disk you want to use is not listed, make sure that the

disk is offline. Use Disk Management on the physical computer to manage
physical hard disks.

To remove the virtual hard disk, dick Remove. This disconnects the disk but does not

delete the assodated file.

MNone
Diskette Drive
MNone

A Management
|I] Name
FV-HYV-5. 21-FW-build0317-14...
5] Integration Services
Some services offered
{3.| Checkpoint File Location

4. In the hard drive settings, under Media, ensure that Virtual hard disk is selected, click Edit, and then use
the Edit Virtual Hard Disk wizard to expand the size of the virtual disk.

5. Start the virtual machine (Actions > Start).
6. Using the CLI, log in to FortiWeb and use the following command to reformat the log disk:

execute formatlogdisk

After a reboot, the disk operates at the new size.
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Configuring the number of virtual CPUs (vCPUs)

By default, the virtual appliance is configured to use 1 vCPU. Depending on the FortiWeb-VM license that you
purchased, you can allocate from 1 to 10 vCPUs.

Fortiweb-VM, adjust the number of vCPUs, then see Updating the license for more

s‘é’, If you need to increase or decrease the vCPUs after the initial boot, shut down
- vCPUs on page 155.

To change the number of vCPUs

»

l You shut down FortiWeb-VM to resize the vCPU.

1. Shut down the virtual machine (Actions > Shut Down).
2. Select the FortiWeb-VM virtual machine in the list of machines, and then, under Actions, click Settings.

3. Under Hardware, select the Processor item, and then use the Processor settings to increase or decrease
the number of vCPUs.
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| FV-HVV-5.21-FW-build0317-140613  v| 4 b |Gk

X Hardware ~
*}ﬂ Add Hardware

1A BIOS You can modify the number of virtual processors based on the number of processors on
Boot from IDE i . ify other resource control settings.

i Memory Mumber of virtual processors: -E

aa LRI~

B M Processor Resource control
2 Virtual processors You can use resource controls to balance resources among virtual machines.

R g e e e
[ & Hard Drive
boot.vhd Percent of total system resources:
[# (& Hard Drive
data.vhd Virtual machine limit (percentage):
El IDE Controller 1
® [ Adaptor
vmnet
# [ adaptor
vmnet
® [ Adaptor
vmnet
[+ @ Adaptor
vmnet

T com1

None

T com2

None
Diskette Drive
None

R Processor

Virtual machine reserve (percentage):

Percent of total system resources:

Relative weight:

# Management
|I] Name
FV-HYV-5.21FW-build0317-14...
5] Integration Services
Some services offered
$3i.| Checkpoint File Location

4. Click OK and then start the machine.

MAC address spoofing

To operate correctly, FortiWeb-VM virtual switches require MAC address spoofing. When you create a virtual
switch, this option is enabled by default.

To access the option, in the settings for the virtual machine, under Hardware, expand the virtual switch item, and
then select Advanced Features.
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=] Settings for FV-HYV-5.21-FW-build0317-140613 on WIN2012 |L|£-
FV-HYV-5.21-FW-build0317-140613 v| 4 b |G
# Hardware o~ Advanced Features -
ﬁ‘. Add Hardware
/& BIOS Mf\C address
Boot from IDE (®) Dynamic
i Memory ) Static
2048 MB -
# [} Processor 00 |-| 15 |-| 5D |-| 02 |-| 09 |-| 12
2 Virtual processors
= il IDE Controller 0 MAC address spoofing allows virtual machines to change the source MAC
_ ) address in outgoing packets to one that is not assigned to them.
[# & Hard Drive
boot. vhd Enable MAC address spoofing
[# & Hard Drive
_ data.vhd DHCP guard _
B 'E—E IDE Controller 1 = DHCP guard drops DHCP server messages from unauthorized virtual machines B
= U Adaptor pretending to be DHCP servers.

vmnet

[] Enable DHCP guard

(err=rrra—)
p— Router guard

= e eeeT
N vmnet Router guard drops router advertisement and redirection messages from
N unauthorized virtual machines pretending to be routers.
# U Adaptor
vmnet [] Enable router advertisement guard
® U Adaptor
- Vet Protected network
? C?nfl_l Move this virtual machine to another duster node if a network disconnection is
~ MNone detected.
1
4 f??ﬂz Protected network
one
H Diskette Drive
MNone Port mirroring
#® Management Port mirroring allows the network traffic of a virtual machine to be monitored by
T Name copying incoming and outgoing packets and forwarding the copies to another
EVAHYV-5.21-FW-build0317-14. . virtual machine configured for monitoring.
é Integration Services W Mirroring mode: |Ncne v | W

| oK | I Cancel l App

Mapping the virtual NICs (VNICs) to physical NICs

When you import the FortiWeb-VM package, the import process creates 4 bridging vNICs and automatically
maps them to a port group on 1 virtual switch (vSwitch) within the hypervisor (the default name of this vSwitch is
vmnet). Each of the 4 network interfaces in FortiWeb-VM uses one of these vNICs. (Alternatively, you can
configure some or all of the network interfaces to use the same vNIC.) vSwitches are themselves mapped to
physical ports on the server.

In many cases, you do not need to change the default mappings of the FortiWeb-VM network adapter ports to the
host computer’s physical ports.

You can change the mapping, or map other vNICs, if either your VM environment requires it or you want the
FortiWeb-VM to operate in either true transparent proxy or transparent inspection mode. (See Configuring the
vNetwork for the transparent modes on page 118.)
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If you are unsure of your network mappings, try bridging before you attempt non-default vNIC modes such as
NAT or host-only networks. The default bridging vNIC mappings are appropriate for configurations where each of
the host’s guest virtual machines have their own IP addresses on your network.

Configuring the vNetwork for the transparent modes

The default vNetwork configuration does not function with FortiWeb bridges (V-zones), which you use if you
deploy your FortiWeb-VM in either true transparent proxy or transparent inspection operation mode.

To support the transparent modes, you must:

« ensure a total of at least three network cards are available to Hyper-V
« add 2 vSwitches for the bridge: one for the web server side, and one for the client side
« map the new vSwitches to a network adapter (vNIC)

Similar to a deployment that does not use virtual machines, connections between clients and servers are piped
through the two vSwitches that comprise the bridge, with FortiWeb-VM in between them.

VM Network

To create a vSwitch

1. Inthe Hyper-V Manager, under Actions, click Virtual Switch Manager.

2. Under Virtual Switches, click New virtual network switch, click External, and then click Create Virtual
Switch.

3. Under Virtual Switch Properties, for Name, enter a network label that identifies the port group.
Forexample, Client-Side-vSwitchl.
For all other settings, use the default values.

4. Click OK.

5. Repeat this procedure to create the other vSwitch.

For example, create a vSwitch with the name Server-Side-vSwitch?2.
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6. Inthe list of virtual machines, select the FortiWeb-VM machine, and then click Settings.
7. Under Hardware, for the second and third Adaptor items, select the virtual switches you created earlier.
Forexample, select Client-Side-vSwitchl and Server-Side-vSwitch?2.

8. Click OK.

9. Later, when you configure FortiWeb-VM, add port2 and port3 (or whichever FortiWeb ports correspond to the
vSwitches you created in this procedure) to the bridge (V-zone).

Start the FortiWeb-VM

You can now power on your FortiWeb-VM. Select the name of the FortiWeb-VM in the list of virtual machines,
right-click, and select Start in the menu. Optionally, you can select the name of the FortiWeb-VM in the list of
virtual machines and select Start in the Actions menu.

FortiWeb-VM Install Guide 119
Fortinet Technologies Inc.



Import the FortiWeb-VM virtual machine

Deploying FortiWeb-VM on KVM

Deploying FortiWeb-VM on KVM

You deploy FortiWeb-VM on KVM (for Kernel-based Virtual Machine) by importing a disk image.

Import the FortiWeb-VM virtual machine

To import the FortiWeb-VM virtual machine

1. Obtain the FortiWeb-VM installation files using the instructions provided in Downloading the FortiWeb-VM

software on page 18.

2. On your KVM host server, launch Virtual Machine Manager (virt-manager), and then select Create a new

virtual machine.
3. Enter a name for the VM (for example, FortiWeb-VM).
4. Ensure that Connection is localhost (the default value).

5. Select Import existing disk image.

New VM
m Create a new virtual machine

Enter your virtual machine details

Name: [FortiWet}VM
Connection: localhost (QEMU/KVM)

Choose how you would like to install the operating system
) Local install media (ISO image or COROM)
(") Network Install (HTTP, FTP, or NFS)
") Network Boot (PXE)

(’- Import existing disk image|)

[ Cancel ‘ | Back ‘ [ Forward

6. Click Forward.

7. Click Browse to navigate to boot.gcow2 and select it.
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8. Use the default values for OS Type and Version.

New VM
m Create a new virtual machine

Provide the existing storage path:

|fmutffnrtiwebfbnnt.qcnw2| | |Emwse...|

Choose an operating system type and version

0S5 type: |Genen’c > |
Version: |Genen’c :|
Cancel | | Back | | Forward

9. Click Forward.

10. Specify the amount of memory and number of CPUs to allocate to this virtual machine.
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Ensure the values do not exceed the maximums for your license.

New VM
m Create a new virtual machine

Choose Memory and CPU settings
Memory (RAM): 5837 |_| MB
Up to 5837 MB available on the host

cPus: [ PRI

Up to 4 available

Cancel | | Back | | Forward

It is possible to configure FortiWeb-VM to use less VRAM, such as 2 GB.

Ny However, for performance reasons, Fortinet recommends that you use at least 4

\9' GB.
= For example, if you use only 1 GB of vVRAM, FortiWeb-VM cannot update its
FortiGuard protection feature when Extended Virus Database is selected. (You
can still update the service using the Regular Virus Database option.)

11. Click Forward.
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12. Select Customize configuration before install.

New VM
m Create a new virtual machine

Import the FortiWeb-VM virtual machine

Ready to begin installation of FortiWeb-VM
0S: Generic
Install: Import existing OS image
Memory: 5837 MB
CPUs: 2
Storage: 0.0 GB /root/fortiweb/boot. gcow?

(E’l Customize configuration before install|)

=~ Advanced options

" Host device vnet0 (Bridge 'br0') v ‘

Set a fixed MAC address

|52:54:00:7f:bf:e0 |

Virt Type: ‘ kvm < ‘

Architecture: ‘:x86_64 v ‘

‘ Cancel l ] Back

| \ Finish

13. Click Finish.

14. Optionally, to add a serial device, click Add Hardware, and then do the following:

« Ensure Serial is selected.

« ForDevice type, select TCP network console(tcp).
o For Mode, select Server mode(bind)

e ForHost enter127.0.0.1.

o ForPort, enter 10301.

o Click Finish.

This serial device allows you to connect to the CLI. Once you have a CLI connection, you can perform the
basic configuration that allows you to connect to the web Ul to complete your configuration tasks, or complete
your configuration using the CLI only. Otherwise, use the instructions in Configuring access to FortiWeb’s

web Ul & CLI on page 143

15. Select the virtual disk to display its properties.
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16. Under Advanced options, for Disk bus, select Virtio, and for Storage format, select qcow?2.

oy Fortiweb-VM Virtual Machine x

.:{; Begin Installation Q Cancel

B overview

= Virtual Disk

{.} Processor Target device: Disk 1

== Memory Source path: /root/fortiweb/boot.qcow2
#n Boot Options Storage size: 50.44 MB

B Disk 1 Readonly: []

&% NIC:7f:bf:e0 Shareable: [

£ Input (V Advanced options )

B Dpisplay VNC (Disk bus: ‘Virtio o D

g} Sound: default

= Serial number: | \
= Console

B Video ( Storage format: ’qcowz v J )

!} Controller USB P Performance options

!F Controller USB (2 Tip: 'source’ refers to information seen from the host OS,
m Controller USB ~ while 'target" refers to information seen from the guest 0S

m Controller USB

Add Hardware Remove ‘ ‘ Cancel ‘ ‘ Apply

17. Select Apply.
18. To add a new virtual storage device, click Add Hardware.
19. Do the following:

« Ensure Storage is selected.

« Select Select managed or other existing storage.

« Click Browse to navigate to data.gcow2 and select it.
« ForDevice type, select Virtio disk.
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» For Storage format, select qcow2.

Add New Virtual Hardware

Sose
[@ = Storage

> Input Please indicate how you would like to assign space

— : on the host system for your virtual storage device.
B Graphics Yy y g

ﬂ} Sound _) Create a disk image on the computer's hard drive
ﬂfl Serial ‘ 8.0 %‘ GB

=4 Parallel ' '

’:‘I Channel Allocate entire disk now 2

@5 USB Host Device

% PCI Host Device (@ Select managed or other existing storag\e)
B video Browse... | |/root/fortiweb/data.qcow? )
HF Watchdog : :
@ Filesystem (D‘evice type: ‘; Virtio Disk < ‘ J
c= Smartcard :
@ USB Redirection Cache mode: ‘ default o ‘
ié} Panic Notifier (Storage format: |qc0w2 l

‘ Cancel ‘ [ Finish

20. Click Finish.
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21. Select the virtual network interface (vNIC) and change its type to virtio.

FortiwWehb-VM Virtual Machine x

-1{; Begin Installation Q Cancel

B overview Virtual Network Interface
g} Processor . - -
Source device: [ Host device vnetO (Bridge 'bro') ¢
=5 Memory
&2 Boot Options Device model: [virtio CJ
L virtlo Disk 1 MAC address: 52:54:00:7f:bf:e0

0 Virtlo Disk 2
% Input

[ Display VNC
ﬂ} Sound: default
@ Console

B video

m Controller USB
m} Controller USB

m} Controller USB
e

Controller USB

[ Add Hardware Remove l [ Cancel l [ Apply

22. Click Apply.
23. To add an additional vNIC, first click Add Hardware, and then click Network.
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24. For device model, select vitrio.

Storage

|

Input
Graphics
Sound

:-_%an

Serial

Parallel

Channel

USB Host Device
PCl Host Device

LEN
E

4

o .
L LR |

E

Add New Virt[lal Hardware

Please indicate how you'd like to connect your
new virtual network device to the host network.

.

Host device: Host device vnet0 (Bridge 'bro*) | 2

MAC address: |52:54:00:ec:c5:c1 |

Device model: | virtio o]

B4 video
HF Watchdog
= Smartcard
@' USB Redirection
j:S Panic Notifier
Cancel Finish
25. Click Finish.
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26. Use the vNIC creation steps to add two additional virtio vNICs.

FortiwWehb-VM Virtual Machine x

Overview
Processor
Memory
Boot Options
2 Virtlo Disk 1
(.} Virtlo Disk 2
B NIC :04:76:95
B NIC :ecicSicl
B NIC :e3:36:df
% Input

IEl Display VNC
ﬂ} Sound: default
@ Console

E video

m Controller USB
m} Controller USB

HF Controller USB
i

Kol el ]

Controller USB

[ Add Hardware l

-:{; Begin Installation Q Cancel

Virtual Network Interface

Source device: [ Host device vnet0 (Bridge 'br0') 2

Device model: [virtio

-~
w

MAC address: 52:54:00:7f:bf:e0

Remove l | Cance | | Apply

27.Click Begin Installation.

Configuring the vNICs for transparent modes

To allow FortiWeb-VM deployed on KVM to work in true transparent proxy or transparent inspection operation
mode, set the source mode for the the virtual network interfaces to Passthrough. This configuration allows the
interfaces to work with FortiWeb bridges (V-zones).
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-9 b

B overview Virtual Network Interface

B Performance

g;:} Processor
== Memory

Source device: | Hosk device eth2 : macvtap =

-

Device model; | virtio

ol |

2. Boot Options MAC address: 52:54:00:dcae:bs
e

| virtio Disk 1 Source mode: | Passthrough =

ool L e B Virtual port
MIC :d4:18:78
MIC :25:2b:74
NIC :dc:ae:b5
NIC :9a:c3:b6
NIC :e8:1a:20
NIC :86:0d:06
NIC :ed:eb:b3
NIC :bF.db:d&

NIC :19:39:35

NIC :97:bb:74
Mouse

Input

[l

P P TP

Add Hardware | | Remove Cancel Apply
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Deploying FortiWeb-VM on OpenStack

You deploy FortiWeb-VM on the OpenStack cloud computing platform using the KVM version of the FortiWeb-VM

software.
Create initial FortiWeb Set up OpenStack Upload FortiWeb-VM
configuration file environment image to OpenStack
Create network, volume
Boot the instance <— and flavor (instance size)
Did you install
Yes <— the license with the —> No
instance?
Continue with
setup in
Administration Guide Do you have
Yes 4— a purchased —> No
license?
Log in to web Ul using Continue with
a web browser and setup in
upload license file Administration Guide
FortiWeb-VM unlocked 15-day
and fully functional trial license
Lockout
Continue with
SR 7 Do you have
Administration Guide Yes ‘_ a purchased ’ No
license?
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Preparing to deploy on OpenStack

Download the FortiWeb-VM license and software

You can include the license file when you deploy FortiWeb-VM on OpenStack. See Downloading the FortiWeb-
VM license & registering with Technical Support on page 17.

If you do not include the license file, the instance runs using the built-in trial license and you can upload the
license later. For more information, see Licensing on page 7.

Download the appropriate KVM version of the FortiWeb-VM software and extract the . zip compressed archive’s
contents. The archive's contents include the image file boot.gcow2 that you upload to OpenStack.

For more information, see Downloading the FortiWeb-VM software on page 18.

Creating an initial FortiWeb configuration file
Deploying a FortiWeb-VM instance on OpenStack requires a FortiWeb configuration file.
Ensure the file configures:

o port1 to use DHCP, which allows it to acquire an |IP address from OpenStack
o A DNS server address for verifying the FortiWeb-VM license

You can include additional configuration that takes affect when you deploy the FortiWeb-VM instance.

The following commands are an example of the configuration file:

config system global

set hostname KVM-CLOUD-INIT
set admintimeout 480

end

config system interface

edit "portl"

set type physical

set allowaccess https ping ssh snmp http telnet
set mode dhcp

config secondaryip

end

next

end

config system dns

set secondary 114.114.114.114
end

Deploying FortiWeb-VM on OpenStack

The examples shown in this procedure create a FortiWeb-VM instance with the following properties:

« Adirect connection to the public network
o A30GB log disk (an OpenStack volume)
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« 2 vCPUs with 2GB RAM and a 2GB root disk (specified by the OpenStack flavor)
« Fullylicensed

1. To set up your OpenStack environment, create an openrc.sh (OpenStack rc)file that specifies the admin
credentials and admin endpoint.

For example, the OpenStack rcfile admin-openrc. sh has the following is the content:

openstack@controller:~%
openstack@controller:~% cat admin-openrc.sh
export 0S_PROJECT_DOMAIN_ID=default

export 05_USER_DOMAIN_ID=default

export 0S_PROJECT_NAME=admin

export OS_TENANT_NAME=admin

export 0S_USERNAME=admin

export 05_PASSWORD=fortiweb

export 0S_AUTH_URL=http://controller:35357/v3
export OS_IDENTITY_API_VERSION=3

export HEAT_DOMAIN_PASSWORD=fortiweb

export 0S_IMAGE_API_VERSION=Z

export 05_AUTH_VERSION=3

#export O0S_TOKEN=/ebbbhbtafe0d80196e240

#export 0S_URL=http://10.200.2.120:35357/v2.0/
#export SERVICE_TOKEN=/ebbbbafe0d80196e240
openstack@controller:~%

2. Using the shell you use to run OpenStack commands, source the OpenStack rc file. For example:

$ source admin-openrc.sh

3. Loginto the OpenStack dashboard, under Compute, navigate to the list of images, and then click Create

Image.
ubuntu® = admin ~ & admin~
Project . Images
Compute = # Project (18) | @ Shared with Me (0) | % Public (8)
BRERTS Image Name Type Status Public Protected Format Size Actions
Instances fwb-554-cloudinit-Imy-new Image Active No No Qcow2 851 MB Launch Instance | ~
Volumes fwb-554-cloudinit-Imy Image Active No No Qcowz2 87.7 MB Launch Instance |
Images cloud-init-yzy1 Image Active No No Qcow2 87.5 MB Launch Instance | ~
Access & Security cloud-init-yzy1fixlicsn Image Active No No QCow?2 87.6 MB Launcn nstance | =
Network 554_ERIC Image Active No No Qcow? 867 MB [P—
Orchestration N fwb-554-cloudinit Image Active No No Qcow2 86.8 MB Launch Instance | =
Object Store i fwb-kvm-log Image Active Yes No Qcow?2 7.3MB Launch Instance | ~
Admin - fwb-kvm-551 Image Active Yes No Qcow2 61.3 MB Launch Instance | ~
denity, fortiweb-kvm-mini Image Active No No Qcow2 51.8 MB Launch Instance | ~
ubuntu-desktop-14.04 Image Active Yes No Qcow2 6.1GB Launch Instance | ¥

ubuntu-server-14.04 Image Active Yes Yes Qcowz 19GB
4. Complete the image settings.

For Image Source, select Image File. Use the Image File options to navigate to and select the
boot.qgcow?2 file you extracted from the FortiWeb-VM KVM software package. For Format, select

132 FortiWeb-VM Install Guide
Fortinet Technologies Inc.



Deploying FortiWeb-VM on OpenStack

QCOW2-QEMU Emulator.

Create An Image

Name *

cloud-init-test

Description

Image Source

Image File

Image File @

S boot.gqcow?2

Format ™

| QCOW?2 - QEMU Emulator

Architecture

Minimum Disk (GB) @

Minimum RAM (MB) @

J Public

I Protected

Deploying FortiWeb-VM on OpenStack

Description:

Currently only images available via an HTTP
URL are supported. The image location must
be accessible to the Image Service.
Compressed image hinaries are supported
{.zip and tar.gz.)

Please note: The Image Location field MUST
be a valid and direct URL to the image binary.
URLs that redirect or serve error pages will
result in unusable images.

Cancel Create Image
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5. Click Create Image, and then use the dashboard to verify that OpenStack added the image.

UbUntU@ & admin ~ & admin~
Project ~ Images

Compute - ‘ #4Project (18) | @ Shared with Me (0) | Public (8) +Create Image | DRSNS
Overview |y Image Name Type Status Public Protected Format Size Actions

MEETES | @ cloud-init-test Image Active No No QCow2 851 MB Launch Instance | ~

Volumes O fwb-554-cloudinit-lmy-new Image Active No No Qcow2 85.1MB Launch Instance | ~

Images O  fwb-554-cloudinit-Imy Image: Active No No QCOowW2 87.7 MB Launch Instance | ¥

Access & Security ©  cloud-init-yzy1 Image Active No No QCow2 87.5MB Launch Instance | ~

Network - O cloud-init-yzy1-fixlicsn Image Active No No Qcow? 87.6 MB Launch nstance | =

Alternatively, use the CLI command nova image-1list to verify theimage.

openstack@controller:~$ source admin-openrc.sh
openstack@controller:~§
openstack@icontroller:~§
openstack@controller:~$ nova image-list

Bt Rt e B R e B et +
| ID | Name | status | Serwver |
B T T o m e e B +

70295811-84b2-4544-9771-a1ab60868ae53 554_ERIC ACTIVE

L e s p e e g e v e L e e e e =rrToT FCTIVE

9c5f1433-0c64-4aa9-9461-d961la5eabed7 cloud-init-test ACTIVE

LY Ty T VR B Y. W L TN C T -T a1 i 2 =ity

7f35bf8c-8e7b-4dab-9ab8-f46el53336a2 cloud-init-yzyl-fixlicsn ACTIVE

36da57d2-c2fe-4bla-b519-f4bc08b586ac | debiand ACTIVE

7ab60dd0-cfad-4613-a2fb-ceffabd4adbzb eric_FwWBlog ACTIVE

4c7f864a-f3f5-4134-a207-edb3438b3296 | fortiweb-kvm ACTIVE

3c84faaa-ed6d-41b7-9ffd-d746ablce’ 24 fortiweb-kvm-mini ACTIVE

ad055563-a40a-4df2-9230-a3435ef4b80e | fwb-554-cloudinit ACTIVE

74610607 -1088-4d12-afb7-ae0c3a0251d6 | fwb-554-cloudinit-Tmy ACTIVE

fcll3caa-0047-4d93-91cb-bd24561cb356 fwb-554-cloudinit-Tmy-new | ACTIVE

2f61765a-fcbh7-41e7-bba0-68dd49d6519a | fwb-kvm-551 ACTIVE

cb653f21la-c5ed4-41f0-alla-eedb3laiec?7 fwb-kvm-Tog ACTIVE

ebe8ab34-60d6-4525-8cdd-f4a15c91e0c0 ubuntu-desktop-14.04 ACTIVE

3edlde51-a74b-4f3c-aefb-d57bc21le5b01 ubuntu-server-14.04 ACTIVE

Oed6lfl2-e2b2-48a9-a478-ffc/dledTabs vzy-log-disk ACTIVE

ee9cfc59-01e2-4e09-8709-a0a34aff+999 zg-boot ACTIVE

b7ee658c-c337-423b-8d95-dd5460764d7f | zg-snapshotl ACTIVE dc5abe2e-799b-47a3-b94b-03d31b755621

77777777777777777777777777777777777777 B e

+
openstack@controller:~$ i

6. Inthe OpenStack dashboard, navigate to the Network options and click Create Network.

7. Inthe network creation wizard, complete the network and subnet settings.

Craabe Nebvork

b e larrh b b @ el
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Create Network

-m Subnet Details

Subnet Name Create a subnet associated with the network.

sub1 Advanced configuration is available by clicking
on the "Subnet Details" tab.
Network Address @

192.168.20.0/24
IP Version
IPv4

Gateway IP @
192.168.20.1|

O Disable Gateway

ool | <Bock

8. Inthe wizard, complete the subnet details. You can use a pool to assign the network's IP address range.

Sy B3 bcnl afribten o B bl

D8 § v Jarenn @

9. Click Create, and then use the dashboard to verify that OpenStack added the network.
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ubuntu® & admin v & admin
Project - Networks
Compute ~ Q|| +Create Ketwort || |
Network Name Subnets Associated Shared Status Admin State Actions
Network Topology i
Networks cloud-init-test sub1 192 16820 0/24 No Active up EditNetwork | ~
Routers 24026200000 AL 5 LD
Load Balancers yzy-private-1 yzy-private-1 192 168 3.0/24 No Active upP Edit Network | +
Firewalls Imy-private-1 Imy-sub-1192.168.10.0/24 No Active uP EditNetuork | ~
VPN a
Imy-private-2 Imy-sub-2 192.168.11.0/24 No Active upP Edit Network |+
Orchestrati
rehestration public-network public-subnet1 10.200.0.0/16 Yes Active up Add Subnet
Object Store N Displaying 7 items.
Admin
Identity

Alternatively, use the CLI command nova network-1list to verifythe image.

openstack@controller:~$ source admin-openrc.sh
openstack@controller:~% nova network-1ist

| ID | Label | cidr |
et e e e e +
| 1146eb20-8828-45d3-a8a2-622276d344ed pubTlic-network -
w2t - e v i g g e e e T rrvacteT L
228167fc-31lee-4fc2-bb63f-3elb3cebdaed c1gu5—ﬁnﬁt—test -
o LWV nn—iu—_ﬂ—i
| b37585fb-ccdd-42d7-b5f2-75dcad5c412b | yzy-3 -
| 3ddd0ab0-8d75-41f2-bc3a-b960ec3el3sd yzy-private-1 -
| 5e217877-e8db-496b-ad54-1bb454a0f1db Imy-private-1 -
T e N +
openstack@controller:~5$ |}

10. To create the volume FortiWeb-VM uses for its log disk, in the OpenStack dashboard, under Compute,
navigate to the Volumes options and click Create Volume.
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11. Complete the volume settings.

Create Volume

Volume Name

cloud-init-test

Description

Volume Source

No source, empty volume

Type

Deploying FortiWeb-VM on OpenStack

Description:

Volumes are block devices that can be
attached to instances

Volume Type Description:

If "No volume type" is selected, the volume will
be created without a volume type._

Volume Limits
Total Gigabytes (140 GB)

Number of Volumes (5)

No volume type
size (GB) *
[ 30

Availability Zone

nova

Cancel Create Volume

12. Click Create Volume, and then use the dashboard to verify that OpenStack added the volume.

ubuntu® & admin ~
Project - Volumes
Compute N Volumes Volume Snapshots
Overview Filtel Q|| +Create Volume || = AcceptTranster | JESE VNI
Instances ) Name Description Size Status Type To ilability Zone yp Actions
Volumes I @ | cloud-init-test - 30GB  Available - nova No No EditVolume |+ I
Images O  disk_eric - 30GB Available - nova No No EditVolume | ~
AcCessiaiSechty O Imydisk = 30GB  Available - nova Yes No Editvolume | v
Chon - o voldiskt - 30GB  Avallable - nova Yes No Editvolume. | -
Orchestration N O  volum-551 - 30GB  Available - nova Yes No Egitvolume | ~
Object Store - ©  yyy-ubuntu-server-14.04 ubuntu server 14.04 20GB  Available - nova Yes No EditVolume | v
Admin . Displaying & items.
Identity =

Alternatively, use the CLI command nova volume-1list to verify the volume.
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openstack@controller:~§

openstack@controller:~$ nova volume-Tist

WARNING: Command volume-list is deprecated and will be removed after Nova 13.0.0 is released. Use python-cinderclient or openstackclient instead.

+ + + +-—— + + +

| 1D | Status | Display Name | size | volume Type | Attached to |
ade7fel5-2d20-4090-adae-c85136fd87cf | available | cloud-init-test | 30 | - | | I
87e5d5d-461c-473a-af05-81396c58d19d | available | Tmydisk 130 - I i
6f6d9211-2826-48f6-a269-9927f36ceddc | available | voldiskl | 30 | - | |
92b26beaa-dd4a-4d9d-9ce7 -48efalf7eld5 | available | volum-551 | 30 | - | |
c89c2db5-1aa8-4cf3-bbl0-9aeaa9917a3e | available | yyy-ubuntu-server-14.04 | 20 | - | |

+ + + +-—— + + +

openstack@controller:~%

13. To specify the size of the instance, in the OpenStack dashboard, under System, navigate to the Flavors
options and click Create Flavor.

14. Complete the flavor settings.

Create Flavor

Flavor Information * Flavor Access

Name * Flavors define the sizes for RAM, disk, number

cloud-init-test of cores, and other resources and can be
selected when users deploy instances.
D@

auto
VCPUs
2
RAM (MB) *
2048
Root Disk (GB)
[ 21

Ephemeral Disk (GB)
0

Swap Disk (MB)
0

Cancel | [MEGEICETY
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15. Click Create Flavor, and then use the dashboard to verify that OpenStack added the flavor.

ubuntug = admin v & admin~
Project - Flavors
Admin & Q|| +createFavor \ \
System - ) Flavor Name VCPUs RAM Root Disk Ephemeral Disk Swap Disk D Public Metadata Actions
QOverview O mitiny 1 512MB 1GB 0GB omB 1 Yes No EditFlavor |«
Resource Usage @ fwb.small 1 512MB  2GB 0GB omB 09effbfd-cc6d-487e-b75e-e9f422688680 Yes No EditFlavor | »
Hypervisors ) mt.small 1 2GB 20GB 0GB oMB 2 Yes No EditFlavor | ~
Host Aggregates
Submediug GE GE 0GE Qe A2aiiec Z00e da00a2d0 62aZ05c 5030 Mo i
Instances
I cloud-init-test 2 2GB 2GB 0GB omB 54d1600a-f0b-4379-9e4c-b5c6763bd19b Yes No EditFlavor | -
Volumes
Flavors
1 m1.large 4 8GB 80GB 0GB omB 4 Yes No EditFlavor | »
Images
) m1.xlarge 8 16GB 160GB 0GB omB 5 Yes No EditFlavor | ~
Networks
- Displaying 6 ftems.

Defaults
Metadata Definitions
System Information

Identity -

16. Confirm the location of the initial FortiWeb configuration file you created earlier and the FortiWeb-VM license
file.

See Preparing to deploy on OpenStack on page 131.

This example uploads the license as part of the boot process. Alternatively, you can omit the license file and
upload it later. See Uploading the license on page 149.
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openstack@controller:~$%
openstack@controller:~% cat
config system global
set hostname YZY-KVM-CLOUD-INIT
set admintimeout 480
end
config system interface
edit “"portl”
set type physical
set allowaccess https ping ssh snmp http telnet
set mode dhcp
config secondaryip
end
next
config system dns
set primary 114.114.114.114
get secondary 114.114.114.114
en

openstack@controller:~% 1s fimy/11ic/FvwM080000059890. 14ic
Tmy,/11c/FvivMm080000059890.1

openstack@controller:~§

17. Use the following command to boot the instance:

nova boot --config-drive true --image <image name> --flavor <flavor name> --user-data
<config file> --file license=<fweb license> --nic net-id=<network id> --block-device-
mapping vdb=<volume id> <instance name>

where:

--config-drive true enables OpenStack to write metadata to a special configuration drive that it
attaches to the instance when it boots

<image name> isthe name of the FortiWeb-VM KVM image you uploaded earlier
<flavor name> isthe OpenStack flavor you configured earlier that specifies the size of the instance

<config file> isthe name and path of the initial configuration file you created earlier. It is the booting
CLI configuration that FortiWeb uses. You can use this file for some public initialization configuration that
scales the deployment.

<fweb_ license> isthe name and path of the FortiWeb license file

<network_id> isthe ID of public network you created earlier for the instance to use
<volume_ id> isthe ID of the volume you created earlier to use as the FortiWeb log disk
<instance name> isthe name forthe instance

For example (the image and the instance are both named cloud-init-test):

nova boot --config-drive true --image cloud-init-test --flavor 325f4fec-700e-489f-a340-
62a705cc6e30 --user-data /home/openstack/lmy/user data --file
license=/home/openstack/1lmy/1ic/FVVM080000059890.1ic --nic net-i1d=1146eb20-8828-45d3-
aBa2-622276d344e4 --block-device-mapping vdb=a4e7fel5-2d20-4090-adae-c85136£d87ct
cloud-init-test

140 FortiWeb-VM Install Guide
Fortinet Technologies Inc.



Deploying FortiWeb-VM on OpenStack Deploying FortiWeb-VM on OpenStack

18. OpenStack returns a table that allows you to confirm the instance configuration.

openstack@controller:
openstack@controller:~$ nova boot --config-dr true --image cloud-init-test --flavor 325f4fec-700e-489f-a340-62a705ccbe30 --user-data /home/openstack/Imy/user_data

-file Ticense= /hcme/openstack/'\my/lWC/FWM(]BUOOOOSQ&QU 1ic --nic net-id=1146eb20-8828-45d3-aB8a2-622276d344e4 --block-device-mapping vdb=ad4e/fel5-2d20-4090-adae-c85
136Fd87cf cloud-init-test
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, "
\ Property | value |
e e +

05-DCF:diskConfig MANUAL

0S-EXT-AZ:availability_zone

0S-EXT-SRV-ATTR: host -

0S-EXT-SRV-ATTR: hypervisor_hos tname -

0S-EXT-SRV-ATTR: instance_name instance-0000015e

0S-EXT-5TS:power_state

0S-EXT-STS:task_state scheduling

0S-EXT-STS:vm_state building

05-SRV-USG: launched_at -

0S-SRV-USG: terminated_at -

accessIPv4

accessIPV6

adminPass 3vcIp5vvggku

config_drive True

created 2016-05-09708:01:297

flavor fwb.medium (325f4fec-700e-489f-a340-62a705cc6e30)

hostId

id 08e7ed2a-4d50-4346-8d9%e-bb8064 f6c7df

image cloud-init-test (9c5f1433-0c64-4aa9-9461-d96laSeabe87)

key_name -

metadata {3

name c'\oud— nit-test

os-extended-volumes:volumes_attached | [{"id": "ade7fel5-2d20-4090-adae-c85136Fd87cf"}]

progress

security_groups default

status BUILD

tenant_id 483d1228407e4619a372705daf3f2f27

updated 2016-05-09708:01:317

user_id 19268dc0448e410b9731ba79d8604422 =
————————————————————————————————————— S
openstack@controﬁer ~5 0

19. Use the CLI command nova 1list to display the status of the instance and the IP address it was assigned.

openstack@controller:~§
openstack@controller:~§ nova list
7777777777777777 o

| Name | status | Task state | Power State | Networks

08e7ed2a-4d50-4346-8d0e-bb8064FECTAf | cloud-init-test | ACTIVE | - | Running public-network=10.200.71.175
|

|
| 5dbad5ea-d810-42da-a295-56b848abfff3

| Tmy—fub-1 | ACTIVE | - | Running | Imy-private-2=192.168.11.105, 192.168.11.107; Imy-private-1=192.168.10
.114, 10.200.71.165
| yzyl | ACTIVE | - | Running | public-network=10.200.71.137

17a598131F-7bf0-4dF3-aeb3-8d63c648c18b
|

openstac

20. Use Telnet or SSH to connect to the instance to confirm the initial configuration and that the license file has
been uploaded to the FortiWeb.
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openstack@controller:~$%
openstack@controller:~$%
openstack@contro]]er:wE telnet 10.200.71.175
Trying 10.200.71.175.

Connected to 10.200.71.175.

Escape character is 'A]'

YZY-KVM-CLOUD-INIT login: admin
Password:
welcome!

ZY-KVM-CLOUD-IN~ # get system 1ntertace
= [ portl ]
type: physical
ip: 10.200.71.175/16
ipb: ::/0
allowaccess: https ping ssh snmp http telnet
status: up
mode: dhcp
description:
ipb-allowaccess:
wccp: disable
mtu: 1500

get system
114.114.114.114
114.114.114.114

Serial-Number: FVVMO080000059890

Log hard d15k Available
Hosthame: YZY-KVM-CLOUD-INIT
Operation Mode: Reverse Proxy
FIPS-CC mode: disabled
Current HA mode: standalone

YZY-KVM-CLOUD-IN~ #

21. Continue with the appliance configuration using the CLI or access the web Ul using the assigned IP address
(example, using https://10.200.71.175). For complete configuration information, see the FortiWeb

Administration Guide.
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Configuring access to FortiWeb’s web Ul & CLI

For hypervisor deployments, after the virtual appliance is powered on, you log in to the Fortiweb-VM command
line interface (CLI) via the console and configure basic network settings so that you can connect to the
appliance’s web Ul, CLI, or both through your management computer’s network connection.

For FortiWeb-VM deployed on AWS, you access the web Ul using the public DNS address displayed in the
instance information for the appliance in your AWS console or an SSH connection. For instructions, see
Deploying FortiWeb-VM on AWS EC2 on page 19.

To configure basic network settings for FortiWeb-VM deployed on a hypervisor

1. On your management computer, start one of the following, depending on the VM environment in which you
have deployed FortiWeb-VM:

o VMware vSphere Client

« Citrix XenCenter

« Xen Project Virtual Machine Manager (virt-manager)ora VNC viewer
o Hyper-V Manager

2. Logintothe VM server.
3. Open the console of the FortiWeb-VM virtual appliance.
On VMware vSphere Client:

« Inthe pane on the left side, select the name of the virtual appliance, such as FortiWeb-VM.
« Clickthe Console tab.
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Console tab in VMware vSphere Client

Fortiweb-VM-64

Necompressing Linux...done.
Booting the kernel.

Syuster iz started.

Fortilleb login:
_ generating R5A key
kernel direct mapping tables up to 1HHBHHHBA @ SHHH-dBHB
generating DSA key

On Citrix XenCenter:

« Inthe pane on the left side, select the name of the virtual appliance, such as FortiWeb-VM.

Several tabs for that virtual machine will appear in the pane on the right side.

« Click the Console tab.
On Virtual Machine Manager:

« Inthe pane on the left side, select the name of the virtual appliance, such as FortiWeb-VM.
« Click Open.
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« Inthe window that appears, click the monitor icon.

fortiweb-vm Virtual Machine

File Virtual Machine View Send

File Edit View Help

£ open
Name

¥ localhost (xen)

> | Domain-0 Fortileb login: admin
LE‘ Running Password:
Welcome !

= fortiweb-vm

Running Fortileb # config sys int

Fortileb (interface) # edit portl
Fortileb (portl) # set ip 192.168.1.50.24
FortiWeb (portl) # end

Fortileb # config ro st

Fortileb (static) # edit O
Add new entry "1’ for node 3000

FortiWeb (1) # set gateway 192.168.1.1
FortiWeb (1) # set device portl
FortiWeb (1) # end

Fortileb # _

On a VNC client, connect to the IP address of the Xen Project server and the port number allocated to that
instance of FortiWeb-VM.
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@& @ TightVNC: Xen-fortiweb-vm2
Booting from Hard Disk...

EXTLINUX 3.86 Z2010-04-01 EBIOS Copyright (C) 1994-2010 H. Peter fAnvin et al

Loading wmlinuz
Loading #rootfs.g=

Decompressing Linux... Parsing ELF... done.
Booting the kernel.

System is startedt?t

Fortileb login:

FortiWeb login: _

On Hyper-V Manager:

« Under Virtual Machines, right-click the name of the virtual appliance, such as FortiWeb-VM.
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Click Connect.

= Hyper-V Manager - [o|TxT
File Action View Help
5 2o @
33 Hyper-V Manager Actions
33 WiND2012 Virtual Machines
= WIND2012 .
Nan1e State CPU ... Assigne New N
5 505 Off ) _
3 a o L= Import Virtual Machine...
3 fmgvm Off 2 Hyper-V Settings...
= EoriEaten et s 1 Virtual Switch Manager...
s Virtual SAN Manager...
S vmbdhv Connect... o Virtu ger.
T _ ot W iz Edit Disk...
< ] - .
Turn Off... =y Inspect Disk...
Snapshots Shut Down... () Stop Service =
Save /< Remove Server
The selected
Pause u Refresh
Reset View »
Snapshot E Help
FV-HYV-5.21-FW-build0317-14 o :
OVE.. FV-HYV-5.21-FW-build0317-140613 =
Rename... =
Created: 6/13/2014 1: Reslicati lo | =4 Connect.
Notes:  None e e T e IK(| 5% Settings...
e \é\ Turn Off...
@ ShutDown...
@ Save
Summary | Memory | Networking | Replication
Il Pause

< m

Launches the Virtual Machine Connection application.

4. At the login prompt for the

admin

local console, type:

5. Press Enter twice. (Initially, there is no password.)

Fortiv™m

FortiuM
Password:
HelcomMe 1t

login

: admMin

Fortilleb # config system interface

(interfacel# edit portl

(portl)# =set

(portl1)# end

ip 172.8.2.12-24

B

6. Configure the IP address and netmask of the network interface named port 1, or whichever network interface
maps to the network physically connected to your management computer. Type:
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config system interface

edit portl
set ip <address_ ip> <netmask ip>
end

where:

e <address_ip> isthe IPv4 or IPv6 address assigned to the network interface, suchas 192.168.1.99; the
correct IP will vary by your configuration of the vNetwork (see Mapping the virtual NICs (vNICs) to physical NICs
on page 36)

e <netmask_ip> isits netmaskin dotted decimal format, suchas 255.255.255. 0 (alternatively, append a
CIDR-style subnet such as /24 to the IP)

. Configure the primary and secondary DNS server IP addresses. Type:

config system dns

set primary <dns_ ip>
set secondary <dns_ ip>
end

where <dns_ip> is the IPv4 or IPv6 address of a DNS server.

. Configure a static route with the default gateway. Type:

config router static
edit O

set gateway <router ip>
set device portl

end

where <router ip> isthe |IP address of the gateway router.

You should now be able to connect via the network from your management computer to port1 of FortiWeb-
VM using:

« aweb browser for the web Ul (e.g. If port1 has the IP address 192.168.1.1, go to https://192.168.1.1/)
o an SSH client for the CLI (e.g. If port1 has the IP address 192.168.1.1, connect to 192.168.1.1 on port 22.)

When connecting to the web Ul via HTTPS, if you cannot get a connection, verify that
ﬂ your computer’s time zone matches the appliance’s configured system time. For more
, first-time connection troubleshooting, or instructions on how to configure the time and

time zone, see the FortiWeb Administration Guide.

9. Continue by uploading the license file. (See Uploading the license on page 149. For the FortiWWeb Manager

license, see the FortiWeb Manager Handbook.)

If you are using the 15-day free trial license and do not yet have a paid license file, you can continue instead
with What'’s next? on page 157.

When the 15-day free trial license expires, you will not be able to perform any
actions in the web Ul until a license has been uploaded. After a valid license has

Ny been uploaded, the web Ul and the CLI will be unlocked and fully functional.

‘q' The trial period begins the first time you power on your FortiWeb-VM virtual
- appliance. You can upgrade the trial license to a purchased one at any time
- during or after the trial period by uploading the license file via the License
Information widget in the dashboard of the web Ul. For instructions, see
Uploading the license on page 149.
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Uploading the license

When you purchase a license for FortiWeb-VM, Fortinet Technical Support (https://support.fortinet.com)
provides a license file that you can use to convert the 15-day trial license to a permanent, paid license.

(Licensing for FortiWeb Manager virtual machine is different. See the FortiWeb Manager Handbook.)

You can upload the license via a web browser connection to the web Ul or the CLI. No maintenance period
scheduling is required. The uploading process does not interrupt traffic or trigger an appliance reboot.

[} o . . .
s‘q’, As your organization grows, you can simply either allocate more resources or migrate
=

your virtual appliance to a physical server with more power, then upgrade your
FortiWeb-VM license to support your needs.

License validation without Internet connectivity (closed network)

FortiWeb-VM requires an Internet connection to periodically re-validate its license. If FortiWeb-VM cannot
contact Fortinet’s FDN for 24 hours, access to the web Ul and CLI are locked.

Alternatively, in a closed network environment, you can validate your FortiWeb-VM license using FortiManager's
built-in FDS (FortiGuard Distribution Servers) feature. To configure FortiWeb-VM to validate its license using
FortiManager, before you upload the license, enter the following command:

config system autoupdate override
set status enable
set address <fortimanager ip>:8890
set fail-over disable

end

where <fortimanager ip> isthe IP address of the FortiManager. (TCP port 8890 is the port where the
built-in FDS feature listens for requests.)

For more information on the FortiManager built-in FDB feature, see the FortiManager Administration Guide.

ﬂ Although FortiManager can provide FortiGuard security service updates to some
’ Fortinet devices, for FortiWeb, its FDN features can provide license validation only.

To upload the license via the web Ul
1. On your management computer, start a web browser.

For hypervisor installations, your computer must be connected to the same network as the hypervisor.
2. Do one of the following:

« For hypervisor deployments, in your browser's URL or location field, enter the IP address of port1 of the
virtual appliance, such as:

https://192.168.1.99/

(Remember to include the “s” in https://.)
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After uploading the license, you can configure the administrative access protocols. For

s‘é’, Initially, you must access the web Ul via HTTPS. By default, HTTP is not enabled.
- details, see the FortiWeb Administration Guide.
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« ForFortiWeb-VM deployed on AWS, access the web Ul using the public DNS address displayed in the instance
information for the appliance in your AWS console.

For example, if the public DNS addressis ec2-54-234-142-136.compute-1.amazonaws.com, you
connect to the web Ul using the following URL:

https://ec2-54-234-142-136.compute-1.amazonaws.com/

Your browser connects the appliance. The web Ul’s login page should appear.

Please login...

Name

Password

If you do not see the login page due to an SSL cipher error during the connection, and you are connecting to
the trial license of FortiWeb-VM or a LENC version of FortiWeb, then your browser must be configured to
accept encryption of 64-bit strength or less during the handshake. (RC2, RC4, and DES with less than 64-bit
strength is supported. AES and 3DES is not supported in these versions.) Otherwise SSL v3 and TLS v1.0 are
supported.

For example, in Mozilla Firefox, if you receive this error message:
ssl error no_ cypher overlap
you may need to enter about : config in the URL bar, then set security.ssl3.rsa.rc4_40_md5 to true.

To support HTTPS authentication, the FortiWeb appliance ships with a self-signed X.509 certificate, which it
presents to clients whenever they initiate an HTTPS connection to the FortiWeb appliance. When you
connect, depending on your web browser and prior access of the FortiWeb appliance, your browser might
display two security warnings related to this certificate:

o The certificate is not automatically trusted because it is self-signed, rather than being signed by a valid
certificate authority (CA). Self-signed certificates cannot be verified with a proper CA, and therefore might be
fraudulent. You must manually indicate whether or not to trust the certificate.

« The certificate might belong to another web site. The common name (CN) field in the certificate, which usually
contains the host name of the web site, does not exactly match the URL you requested. This could indicate
server identity theft, but could also simply indicate that the certificate contains a domain name while you have
entered an IP address. You must manually indicate whether this mismatch is normal or not.

FortiWeb-VM Install Guide
Fortinet Technologies Inc.


http://help.fortinet.com/fweb.html

Uploading the license

Both warnings are normal for the default certificate.

3. Verify and accept the certificate, either permanently (the web browser will not display the self-signing warning
again) or temporarily. You cannot log in until you accept the certificate.

4. For details on accepting the certificate, see the documentation for your web browser.
5. Inthe Namefield, type admin.
Do one of the following:

« For hypervisor deployments, do not enter a password.
« For AWS deployments, for Password, enter the AWS instance ID.

6. Click Login.
The web Ul appears.
The web Ul initially displays its dashboard, System > Status > Status. The FortiGuard Information

widget displays the current license status and contains a link where you can upload a license file.

FortiGuard Information widget on System > Status > Status in the web Ul before license upload

#2 FortiGuard Information
WM License Invali [Update]
Registration [Unregistered

Fortiweb FortiGuard Subscription Services

Fortiweb Security Service Expired (1969-12-31)
Last Update Time:1999-11-30 Last Update Method: Manual
Signature Build Number-0.00091

FortiWeb &ntivirus Service Expired (1969-12-31)
Last Update Time:2011-12-07 Last Update Method: Manual
Regular Virus Database Version-14.00922
Ewtended Virus Database Version-14.00922

Fortiweb IP Reputation Service Ewpired (1969-12-31)
Last Update Time:1999-11-30 Last Update Method: Manual
Signature Build Number-1.00020

7. Inthe VM License row of the FortiGuard Information widget, click the Update link.

Install FortiwWeb-VM License File
License File: | Choose File | Mo file chosen

| OK 1 Cancel |

8. Depending on your browser, you may see either a Browse or Choose File button. Locate the license file
(.lic) you downloaded earlier from Fortinet, then click OK.

Your browser uploads the license file. Time required varies by the size of the file and the speed of the network
connection. If you have uploaded a file that is not a license file, an error message will appear:

Uploaded file is not a license. Please upload a valid license.
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If you upload the right file type, FortiWeb will then connect to Fortinet to validate its license. Time required
varies, but is usually only a few seconds. A message appears:

License has been uploaded. Please wait for authentication with registration
servers.

Click Refresh on the message box.

If you uploaded a valid license, a second message should appear, informing you that your license
authenticated successfully:

License has been successfully authenticated with registration servers.
The web Ul logs you out. The login dialog reappears.

Log in again.

. To verify that the license was uploaded successfully, log in to the web Ul again, then view the FortiGuard

Information widget. The VM License row should say Valid.

Also view the System Information widget. The Serial Number row should have a number that indicates the
maximum number of vCPUs that can be allocated according to the FortiWeb-VM software license, such as
FVVMO020000003619 (where “YM02” indicates a limit of 2 vCPUs).

FortiGuard Information widget on System > Status > Status in the web Ul after license validation

WM License
Reagistration
Fortiweb FortiGuard Subscription Services

&3 FortiGuard Information

Fortiweb Security Service Valid Contract (Expires 2020-01-04)

Last Update Time:2013-01-16 Last Update Method: Manual
Signature Build Number-0.00072

FortiWWeb Antivirus Service Valid Contract (Expires 2020-01-04)

Last Update Time:2013-01-16 Last Update Methad: Manual
Regular Virus Database Version-17.21
Extended Virus Database Version-17.17

Fortiweb IP Intelligence Service Valid Contract (Expires 2020-01-04)
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Last Update Time:2013-01-16 Last Update Method: Manual
Signature Build Number-1.00013
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GUI item Description

VM License Indicates whether or not this FortiWeb-VM appliance has a paid
software license. The license affects the maximum number of
allocatable vCPUs.

Possible states are:

« Valid — The appliance has a valid, non-trial license. Serial
Number in the System Information widget indicates the
maximum number of vCPUs that can be allocated according to this
license.

To increase the number of vCPUs that this appliance can utilize,
invalidate the current license by allocating more vCPUs in your
virtual machine environment (e.g. VMware), then upload a new
license. See Updating the license for more vCPUs on page 155.

« Invalid — The FortiWeb-VM appliance license either was not
valid, or is currently a trial license.

To upload a purchased license, click Update.

This appears only in FortiWeb-VM.

Indicates which account registered this appliance with Fortinet
Technical Support. Possible states are:

« Unregistered — Not registered with Fortinet Technical Support.
Registration « <registration_email> — Registered with Fortinet Technical
Support.

To manage technical support or FortiGuard service contracts for this
device, go to the Fortinet Technical Support web site.

If logging is enabled, this log message will be recorded in the event log:

License status changed to VALID
If you are still connected to the CLI when license authentication succeeds, it should print this message:

*ATTENTION*: license registration status changed to 'VALID',please logout and re-login
If FortiWeb was also able to contact FortiGuard, its FortiWeb Update Service row should also indicate that
the FortiGuard service contract is valid. (This second license validation may occur a minute or two after the
first, and so may not appear immediately.)

If there was a connectivity interruption, you can either wait up to 30 minutes for the next license query, reboot,
or enter the CLI command:

exec update-now

Ay
‘Q' This command also contacts FortiGuard for FortiWeb Security Service contract
validation and update availability.
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If the connection did not succeed:

« On FortiWeb, verify the:
« time zone &time

o DNS settings
« network interface up/down status & IP
« static routes

o On your computer, use ns1ookup to verify that FortiGuard domain names are resolving (VM license queries
are senttoupdate.fortiguard.net).

C:\Users\cschwartz>nslookup update.fortiguard.net
Server: google-public-dns-a.google.com
Address: 8.8.8.8

Non-authoritative answer:
Name: fdsl.fortinet.com
Addresses: 209.66.81.150
209.66.81.151

208.91.112.66

Aliases: update.fortiguard.net

o OnFortiWeb, use execute pingandexecute traceroute to verify that connectivity from FortiWeb to
the Internet and FortiGuard is possible. Check the configuration of any NAT or firewall devices that exist
between the FortiWeb appliance and the FDN or FDS server override.

FortiWeb # exec traceroute update.fortiguard.net

traceroute to update.fortiguard.net (209.66.81.150), 32 hops max, 84 byte packets

1 192.0.2.2 0 ms 0 ms O ms

209.87.254.221 <static-209-87-254-221.storm.ca> 4 ms 2 ms 3 ms

209.87.239.161 <core-2-g0-3.storm.ca> 2 ms 3 ms 3 ms

67.69.228.161 3 ms 4 ms 3 ms

64.230.164.17 <coreZ-ottawa23_POS13-1-0O.net.bell.ca> 3 ms 5 ms 3 ms

64.230.99.250 <tcored-ottawa23 0-4-2-0.net.bell.ca> 16 ms 17 ms 15 ms

64.230.79.222 <tcore3-montreal0l pos0-14-0-0.net.bell.ca> 14 ms 14 ms 15 ms

64.230.187.238 <newcore2-newyork83 so06-0-0 0> 63 ms 15 ms 14 ms

64.230.187.42 <bxX5-newyork83 POS9-0-0.net.bell.ca> 21 ms 64.230.187.93 <BX5-
NEWYORK83 P0OS12-0-0 core.net.bell.ca> 17 ms 16 ms

10 67.69.246.78 <Abovenet NY.net.bell.ca> 28 ms 28 ms 28 ms

11 64.125.21.86 <xe-1-3-0.cr2.lgab5.us.above.net> 29 ms 29 ms 30 ms

12 64.125.27.33 <xe-0-2-0.cr2.ord2.us.above.net> 31 ms 31 ms 33 ms

13 64.125.25.6 <xe-4-1-0.cr2.sjc2.us.above.net> 82 ms 82 ms 100 ms

14 64.125.26.202 <xe-1-1-0.er2.sjc2.us.above.net> 80 ms 79 ms 82 ms

15 209.66.64.93 <209.66.64.93.t01015-01.above.net> 80 ms 80 ms 79 ms

16 209.66.81.150 <209.66.81.150.available.above.net> 83 ms 82 ms 81 ms

O 00 J o) U W N

If after 4 hours FortiWeb still cannot validate its license, a warning message will be printed to the local
console:

*WARNING*: Unable to validate license for over 4 hours

12. Continue with What’s next?.

To upload the license via the CLI

1. Using an SSH client, log in to the CLI using the IP address of the network interface you configured earlier.
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For example, if you configured portl withthelPaddress 192.168.1.1,connectto 192.168.1.1
on port 22.

For more information, see Configuring access to FortiWeb’s web Ul & CLI on page 143.

2. Enter the following command:

execute restore vmlicense {ftp | tftp} <license-file str> {<ftp ipv4> | <user
str>:<password str>@<ftp ipv4> | <tftp ipv4>}

where:

{ftp | tftp} specifies whetherto connect to the server using file transfer protocol (FTP) or trivial file
transfer protocol (TFTP).

<license-file str> isthe name of the license file.
{<ftp_ ipv4> isthe IP address of the FTP server.
<user str> isthe user name that FortiWeb uses to authenticate with the server.
<password str> isthe password for the account specified by <user str>.
<tftp ipv4> isthe IP address of the TFTP server.

3. Confirm that you want to perform the license upload.

After the license is authenticated successfully, the following message is displayed:

“W*ATTENTION*: license registration status changed to 'VALID', please logout and re-
login”
For information on troubleshooting a license upload, see To upload the license via the web Ul on page 149.

4. Continue with What's next?.

Updating the license for more vCPUs

If either:

« you want to upgrade FortiWeb-VM to a license with a higher vCPU limit

« your original FortiWeb-VM license was an extended (but temporary) evaluation license, and you have now
purchased a permanent, paid license

you must upload a new license file.

To replace an evaluation license with a paid license, use Uploading the license on page 149.

To allocate more vCPUs

1. Login to FortiWeb-VM as admin via the web UI.
2. Goto System > Status > Dashboard.
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3. Upload the new license. For details, see Uploading the license on page 149.

Install FortiwWeb-VM License File
License File: | Choose File | Mo file chosen

[ OK f Cancel |

4. Inthe System Information widget, click Shut Down.

The virtual appliance will flush its data to its virtual disk, and prepare to be powered off. If you skip this step
and immediately power off FortiWeb-VM, you may lose buffered data.

5. On your management computer, start your central management client, connect and log in to the server that is
currently hosting FortiWeb-VM.

6. Inthe pane on the left side, click the name of the virtual appliance, such as FortiWeb-VM.
7. Power off the virtual machine.
8. Increase the vCPU allocation. For details, see one of the following topics:

« Configuring the number of virtual CPUs (vCPUs) on page 32 (VMware vSphere)
« Configuring the number of virtual CPUs (vCPUs) on page 70 (Citrix Xen)

« Deploying via Virtual Machine Manager on page 92 (Xen Project)

« Configuring the number of virtual CPUs (vCPUs) on page 115 (Hyper-V)

9. Power on the virtual appliance again.

Fortiweb-VM evaluates its current license and discovers that you have allocated an unsupported number of
vCPUs, causing the current license to become invalid.

10. Log in to the web Ul again. In the License Information widget, the maximum number of vCPUs allowed by
your FortiWeb-VM license should now match the VMware setting.

#3 System Information

Host Name Fortiweb [Change]

Serial Number FVWM04()000010871

Reverse Proxy [Change]

Cperation Mode

HA Status Standalone [Configure]
System Time Mon Jan 13 13:23:38 2014 [Change]
Firmware Version FortiWeb-VM 5.10,build0182,140107
[Update]
System Uptime 0 day(s) 5 hour(s) 45 min(s)
Administrative Disabled [Enable]
Domain
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What's next?

At this point, the FortiWeb-VM virtual appliance is running, and it has received a license file, but its operating
system is almost entirely unconfigured. Before you can use FortiWeb-VM, you must configure it.

Configure the FortiWeb-VM software using the FortiWeb Administration Guide.

After you have completed this first-time setup, you can refer to the FortiWeb Administration Guide and/or
FortiWeb CLI Reference. Updates, reconfiguration, and ongoing use of both FortiWeb-VM virtual appliances and
physical appliance models such as FortiWeb-3000C are the same.

Updating the virtual hardware

By default, FortiWeb-VM uses VMware virtual hardware version 5. If you need to update your FortiWeb-VM’s
virtual hardware, shut down FortiWeb-VM before doing so.

For example, if you have a VMware vSphere ESXi 5.1 environment that supports virtual hardware version 9, and
you want to provide version 9 feature support such as backups to FortiWeb-VM, you would update the virtual
hardware.

For more information on virtual hardware, see:
http://kb.vmware.com/selfservice/documentLinkInt.do?micrositel D=&popup=true&languageld=&externallD=
1010675
To update the virtual hardware
1. Shut down FortiWeb-VM. To do this, you can enter the CLI command:

execute shutdown
2. InVMware vCenter, right-click the VM and select the option to upgrade the virtual hardware.

3. When the upgrade is complete, power on FortiWeb-VM.
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